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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enwsto ocBoeHuUst nuctmmuinabl "MHPOpManmonHas 6€30macHOCTh U 3amuTa HHhopMaun"

ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB
UCCIIeIOBaHUH M pa3palOTOK Kak KOMMEpYECKOW TalHbl MpEeanpusATHs; HacTpoika H
o0cCITy>)KMBaHUE aImMmapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbIMH pe3ynbTaTaMu OOydeHHs MO0 AMCLUUIUIMHE (MOMAYIIO), SBISIOTCS 3HAHMA,
YMEHUs, HaBBIKH. llepedeHb IMIaHUPYEMBIX PE3YJAbTaTOB OOYyUYCHHS IO JUCIHILIMHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH Ppe3ylbTaTaMd OCBOCHHS 00pa3oBaTENbHON IPOTPaMMBL,
npecTaBicH B Tabmuie 1.

Tabnuna 1 — Komnerenmuu, popmupyemblie B pe3yabTaTe U3y4eHUS JUCIUIUIMHBL (MOJTYJIs)

Kon n PeSynLTaTLI O6yquHH 1O JUCHUILINHE
Haspanue Komu bopMyIpoBKa
OIIOII BO, (bopmynHupoBKa WHIMKATOpa Kon
COKpallCHHO® KOMITETEHIUH AOCTHKCHIA pesylb dopmynupoBKa pe3yIbTara
KOMIIETEHITUN

TaTa

01.03.04 VK-8 : Criocoben VK-8.2B : Baangeer P1 3HaHHE | COBPEMEHHBIX 3aKOHOB,

«IIpuknagnas | cozgaBaTh U HaBbIKAMHU CTaHAApTOB, METONOB U
MaTeMaTHKa» | MOAICpP)KUBATH B KYJIBTYPHBI TEXHOJIOTHH B 00JIaCTH 3aIIUTEI
(b-IIM) MOBCEHEBHOM 0e3011acHOCTH 1 nHpOpMaNH
JKA3HH U B pHUCK P2 VYmenne | obecriednBaTh 3AIIUTY
npodeccrnoHaNBHOI | OpPHEHTHPOBAHHBIM nHpOpMaNH
ACATCIIbLHOCTU MBIIICHUEM 10 P13 HaBbiku | BnajeHus COBpeMEHHBIMU
OezomnacHble BOIPOCaM METOAMH 00eCIIeUeHNS
yCIIOBHS 6€30MacHOCTH U 3aIUTEl UHGOPMALUK
JKM3HEAEATETBHOCTH | COXpaHEHUs
JUISl COXpaHEHUs OKpY>Karolien
IPUPOAHOM cpenbl, | cpenbl
obecreueHns
YCTOMUUBOIO

pa3BuTHA 00IIECTBa,
B TOM YHCIIE TIPU
yrpose u
BO3HUKHOBEHHU
ype3BbIYANHBIX
CUTyalui u
BOEHHBIX
KOH()JIMKTOB

2 Mecto aucuMIuinHel (MoayJst) B crpykrype OIIOII

Huctumnuna «MubopManmonHast 0e30mMacHOCTh W 3amuTa WHGOpMAlUuy) BXOAUT B
00s13aTenbHy0 YacTh bioka 1 JIuciurummHb! (MOYIH).



3. O0beM AUCHUNIMHBI (MOIYJIA)

OO0beM JUCHUIIIMHBI (MOIY/Isl) B 3a4eTHBIX E€IWHUIIAX C YKa3aHUEM KOJIMYECTBa
aKaJeMHYeCKMX 4YacoB, BBIJEICHHBIX HAa KOHTAaKTHYIO paboTy ¢ oOydarommumucsa (1Mo BHUIAM
y4eOHBIX 3aHSATUI) U HA CAMOCTOSITEITFHYIO pa0oTy, IPUBE/ICH B TabIUIIE 2.

Ta6muma 2 — O0miast Tpy10eMKOCTh JUCITUTITUHBI

Tpyno- OO0BeM KOHTAKTHOH paboThI (dac)
CeMeCTp CMKOCTh
Haspanne 2)60 pu]ﬁl Hacr, I/lgl(l)dql)(O)C AypuropHas Breayuu- CPC Call)I(“)rpe“gfl
OI10I1 BO y vII @ (Dgp yRuTop TopHas
HA > (3.E) Bcero Tauuu
0300)
JeK. | mpak. 1ab. [TA KCP
01.03.04
[puxnagnas (01:(0) bl.b 5 3 73 36 36 0 1 0 35 €]
MaTeMaTHKa

4 CTpyKTypa U co/iepKaHue TMCUUILTHHBI (MOTYJIs)

4.1 Ctpykrypa qucuuiiansl (moayas) aiasa O®O

TemaTnueckuii TuIaH, OTPaXKAIOIINI COIEpKAHNE AUCIMIUIMHBI (TIEpEYCHb Pa3lesioB H TEM),
CTPYKTYPUPOBAHHOE IO BHUJAaM y4YeOHBIX 3aHATHH C yKa3aHHEM UX OOBEMOB B COOTBETCTBUH C
y4eOHBIM TIJIaHOM, MPUBEJICH B Tabmwuile 3.1

Tabmuua 3.1 — Paznmensl qucuuruiHel (MOAYAs), BUIBI y4eOHOM AEATENbHOCTH U (HOPMBI
Tekymero Koutpods aiast OPO

Kon pe- Kosi-Bo yacoB, 0TBeJeHHOE HA
dopma
No Ha3Banue Tembl 3yJIbTaTa
Jlex Ipakr JIa6 CPC TEKYIIET0 KOHTPOJIS
00yueHus
BBenenue B
1 | uadopmarronnyio PA1 2 0 0 2 CobecenoBanue
6€3011aCHOCTb
IIpumenenue
HHPOPMAITMOHHBIX
TEXHOJIOTUH ISl U3ydeHHs o
OTYeT IO MPAKTUYECKOit
2 | BOIPOCOB OpPraHU3aLOHHO- Pl 0 2 0 3 aGote
MPaBOBOTO 00ECIIEUCHHS p
HHPOPMAIIMOHHON
6€30MacHOCTH
[IpaBoBoe obecnieuenue
3 | uadopmannoHHOH PI1 6 0 0 3 CobecenoBanue
0e30MaCHOCTH
Henoipsosarme OTYET I10 IPAKTUYECKON
4 | xpunrorpaduuecKkux cpeacTs Pa2 0 6 0 3 aGoTe p
3alUThl HHGOpPMaIU P
OpraHu3anoHHOE
obecrieueHne
5 . P2 6 0 0 3 CobecenoBanue
HHPOPMAIIMOHHON
06e30aCHOCTH
Peausaims paGots! OTYeT IO MPAKTHIECKO
6 | nadpacTpyKTYpHI OTKPHITHIX Pa2 0 6 0 3 p
o pabote
KITI09ei
TexHuyeckue cpelcTBa U
7 | MeTOoJbI 3alIUThI P12, P13 6 0 0 3 CobecenoBanue
nHpopmamu
CpexnctBa creranorpadun OTYeT IO MPAaKTHIECKO
g | “PeA pag P13 0 6 0 3 P
JUTS 32IIUTH] HHOPMAIHH pabote
[IporpammHo-anmnaparHbie
CpeICTBAa U METO/BI
9 | obecnieyenus P/2, P/I3 8 0 0 3 CobecenoBanue
WHPOPMAIIMOHHON
6e3omacHOCTH
Hacrpoiika 6e3omacHoro OTYET 10 IPAKTUYECKON
10 P PII2, PII3 0 8 0 3 P
CETEeBOTO COCIMHCHUS pabote




Kpunrorpaguueckre METO bl
3aIUTH HHpOpMAUU
AHTHBHPYCHBIE CPE/ICTBA PI2, PII3 0 B 0 3
3aIUTHl HHQOpMAUU

Hroro no Tadsuie 36 36 0 35

11 PI3 8 0 0 3 CobecenoBanue

OTYECT 110 HpaKTI/ILIeCKOP‘I

12 pabote

4.2 Copeprxanue pa3iesoB M TeM TUCUUILINHBI (MoayJas) aiass ODO

Tema 1 Bsedenue 6 ungpopmayuonnyio be3onacuocme.

Conepxxkaane Tembl: HupopmanmonHas Oe3onacHOCTh. OCHOBHBIC TOHATHSA. Moenu
nH(pOpMaIMOHHOK Oe3omacHoCcTH. Bupl 3amumiaemMoit HHGpOpMaIIi.

@DopMBI W METOABI TPOBEACHHS 3aHATHH TIO0 TeMe, NPUMEHSEMbIC 00pa30BaTeIbHBIC
TEXHOJIOTUH: JICKITMOHHOE 3aHsTHE.

Bunbl caMOCTOSITENIBHON MOATOTOBKH CTYIEHTOB MO Teme: [1oAroToBka K KOHTPOJBHBIM
BOIIPOCaM coOeceI0OBaHMs, MMOATOTOBKA K MPOMEKYTOYHON aTTSCTAIINN.

Tema 2 Ilpumenenue UHGDOPMAYUOHHBIX  MEXHOAO2UU Ol U3YUEHUs  BONPOCO8
OP2AHU3AYUOHHO-NPABOBO2O 0DeCneyeHUsl UHPOPMAYUOHHOU OE30NACHOCU.

Copepxanne Tembl: HMcmonb3oBanue 0a3 [JaHHBIX ISl HAXOXKACHHUS M U3YYCHUSA
HOPMATHBHBIX IOKYyMEHTOB B 00J1acTH HH(OPMAIIMOHHON 0€301acHOCTH.

®dopMBl W METOIBI TPOBEICHUS 3aHATHA TO TeMe, NPUMEHsIEMbIe OOpa30BaTeIbHbIC
texHosioruu: [IpakTuyeckoe 3ananue.

Buael caMocTOSATENbHOM MOATOTOBKM CTYAEHTOB 10 TeMe: IloaroroBka ortyera 1o
MPAKTHUYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTeCTaIiH.

Tema 3 Ilpasosoe obecneuenue uHHoOpmMayuoHHoU Oe30naAcCHOCMu.

Conepxanne TeMbl: OCHOBHBIE HOPMATUBHO-IIPABOBBIC aKThl B 00JacTH WH(GOPMAIIMOHHON
0esonacHoctu. [IpaBoBBIe  0OCOOCHHOCTH  OOecriedeHusi  0e30MacHOCTH KOH(HICHINATBHOM
nH($OpMallMU ¥ TOCYJapCTBEHHOM TalHBI.

@opMBI M METOABI TPOBEACHHS 3aHATHH 1O TeMe, NpPUMEHsSEeMble 00pa3oBaTeIbHBIC
TEXHOJIOTHH: JICKITMOHHOE 3aHATHE.

Bunel camocTosTeNnsHOM MOATOTOBKU CTYAEHTOB MO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOece0BaHusl, OTOTOBKA K MPOMEKYTOYHOM aTTeCTaIUH.

Tema 4 Hcnonvzosanue kpunmoepaguueckux cpeocms 3auumol UHGopMayuu.

Conepxxanne Tembl: Co3naHue 3amu(QpPOBAHHBIX (aijIOB M KPUNTOKOHTEHHEPOB M WX
pacmudpoBaHue.

@opMbl M METOABl NPOBEACHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosoruu: [IpakTrueckoe 3aaanHue.

Buzabl caMocTOATENFHON IMOATOTOBKM CTYJACHTOB 1O Teme: [loAroToBka oTyera 110
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOU aTTEeCTAllHH.

Tema 5 Opeanusayuonnoe obecneuenue uHGoOpMayuoHHoU 6e30nacHOCmu.

Conepxxanne Tembl: OCHOBHBIE CTaHAApPTHl B 00JacTH oOecredeHus: WH(HOPMAIMOHHON
6e3omacHoctu. [lonuTrka 6e30macHOCTH. DKOHOMHUYECKast 0€30IaCHOCTD MPEATIPHATHSL.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Buzabl caMocTOSATENBHON MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIPOCAaM COOeCeI0BaHus, TOATOTOBKA K IPOMEXKYTOUHON aTTeCTalluu.

Tema 6 Peanuszayus pabomoel ungpacmpykmypsbi OMKpbImMuIX KAIOYel.
Conepxanune TeMbl: Co3gaHHME YIOCTOBEPSIOIIETO LIEHTpa, TIeHepalus OTKPBITHIX MU



CEKPETHBIX KIIIOUeH, CO3JaHue CEepTU(UKATOB OTKPHITHIX KIIOYEH, CO3/laHHE 3JIEKTPOHHOU
MOJIMKCH, IPOBEPKA 3JIEKTPOHHOU MOANHUCH.

@opMbl M METOJbl NPOBENEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelbHbIC
texHosioruu: IIpaktudeckoe 3aganue.

Buael caMocTOSITENbHOM MOATOTOBKM CTYAEHTOB 1o TeMe: IloaroroBka oryera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHON aTTeCTallHu.

Tema 7 Texuuueckue cpedcmea u Memoowl 3auumol UHGOPMAYUU.

Copnepxanne Tembl: MHXeHepHas 3amuTa 0ObEKTOB. 3ammuTa HHPOPMAIMH OT YTEYKU IO
TEXHHUYCCKUM KaHaJIaM.

@dopMbl ¥ METOJBI TPOBEACHUS 3aHATHH 10 TeMe, NpPUMEHSIEMble 00pa30BaTEIbHBIC
TEXHOJIOTHH: JIEKIIMOHHOE 3aHsATHE.

Buapl caMoCTOATENBHOW TOATOTOBKU CTYIEHTOB MO Teme: [loAroToBka K KOHTPOJIBHBIM
BOIpOcaM coOeceoBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTAIIUU.

Tema 8 Cpeocmea cmeeanocpaghuu 015 3auumol uHpoOpMayuu.

Copneprxanue TeMbl: Vcrionb30BaHle CPECTB CTEraHOrpaduu ISt 3alUThI (PaiiiioB.

®opMBI M METOJABI TPOBEACHHS 3aHATHH TIO0 TeMe, NPUMEHSEMbIe 00pa30BaTeIbHBIC
texHosioruu: [IpakTuueckoe 3amanue.

Buapel caMocCTOATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MPaKTHYECKON paboTe, MOArOTOBKA K MPOMEXKYTOUHOM aTTecTaliH.

Tema 9 IlpoepammHo-annapamuvie cpeocmea u Memoovl obecnedenusi UHGOPMAYUOHHOU
bezonacnocmu.

Conepxanue TeMbl: OCHOBHBIE BHJbl CETEBBIX M KOMIBIOTEPHBIX yrpo3. CpencrtBa u
METOJIBI 3AIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YIPO3.

@opMBl U METOABI TPOBEACHMS 3aHATHI 1O TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHTHE.

Bunel camocTosTensHOM MOATOTOBKU CTYAEHTOB MO Teme: [lonroroBka K KOHTPOJBHBIM
BOIIpOCcaM cobeceI0BaHusl, OATOTOBKA K MPOMEXYTOUHOM aTTeCTallH.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHeHus.

Conepxxkanne Tembl: Co3aHue 3alMIIEHHOTO KaHala CBSI3U CPEACTBAMHU BUPTYaJIbHOU
YaCTHOM CETH.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, MNpUMEHseMble O0pa3oBaTeIbHBIC
texHosioruu: IIpaktuyeckoe 3aganue.

Buael caMocTOSITENbHOW MOATOTOBKM CTYAEHTOB 10 TeMe: IloaroroBka oryera 1Mo
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUYHOM aTTeCTaI|H.

Tema 11 Kpunmoepaguueckue memoowt 3awumol uHphopmayuu.

Copneprxanue TeMbl: CHMMETPHYHBIEC U aCCUMETPUYHBIE CUCTeMBI mudpoBanus. Lludpossie
noanucu (DnekTpoHHble noanucu). WMHppacTpykTypa OTKphIThIX Kitoueil. Kpunrtorpaduueckue
IPOTOKOJIBI.

@opMBl MU METOABI MPOBEACHMS 3aHATHUI 1O TeMe, NPUMEHsAEMble 00pa30BaTEIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE.

Bunsl camocTosiTeIbHON MOATOTOBKM CTYAEHTOB MO TeMme: [ToaroToBka K KOHTPOJIBHBIM
BOIpocaM cobecel0BaHus, TOATOTOBKA K MPOMEXKYTOUYHON aTTECTALIUU.

Tema 12 Anmusupycuvie cpedcmea 3auumol UHGoOpMayuu.

Coneprkanne TeMbl: 3yueHne HacTpOEK CPEICTB AHTUBUPYCHOM 3alIUThl HH(POPMAIIHH.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHBIC
texHosioruu: IIpakTudeckoe 3aganue.

Buael caMocTOSITENbHOM MOATOTOBKM CTYAEHTOB 10 TeMe: IloaroroBka oryera 1o



NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOU aTTEeCTallUH.

5 MeToanueckue yKka3anus Ajs 00y4alomuUXcs M0 M3YYEHHIO M Peau3alii TUCHUTLIUHBI
(MonxyJin)

5.1 MeToanyeckue PpPeKOMEHJAANMU O0yYAKIIMMCS 10 H3YYEHMI0 JUCUMINVIMHBI M 10
o0ecrneYeHNI0 CAMOCTOATEILHOI padoThI

Texymas camocrosiTenbHast padota o kypey «MHpopmannonHas 6€30MacHOCTb U 3allluTa
uHpOpPMaLMKy) HamNpaBieHa Ha yITyOJeHHWEe W 3aKpeIuieHHue 3HAHWM, Ha Pa3BUTHE NMPAKTHUECKUX
YMEHHUH 1 BKJIOYAET TaKUe BUbI paboT, KaK:

- paboTa C JeKIIMOHHBIM MaTepUaIoM;

- paboTa c peKOMEHIOBaHHOH JINTEPaTYPOi IPH MOATOTOBKE K MPAKTHUECKUM 3aHATHSIM;

- IOATOTOBKA K DK3aMEHY.

[Tpu mzyuenun nuctmiuinebl "MHpopMannoHHas 0e30MacHOCTh M 3amuTa uHpopmaruu'”
PEKOMEHIyeTCsl PEUTUHIOBasE TEXHOJOTMsl OO0y4yeHHUs, KOTOpas IMO3BOJISIET PEaJTu30BaTh
HEMpEpPbIBHYI0O M KOMIUIEKCHYIO CUCTEMY OIICHMBAaHUS YYEOHBIX JOCTHKEHHMH CTYIEHTOB.
HenpeppIBHOCT 03HAYaeT, 4YTO TEKYLIME OLICHKHM HE YCpeAHsoTcs (Kak B TPaJULMOHHON
TEXHOJIOTUH), @ HEIIPEPBIBHO CKJIA/IBIBAIOTCS HA MPOTSXKEHUH CEMECTPA MPU U3y4YEHUH NIEPBOrO WIIN
BTOpPOro Mojyinsi. KoMITJIEeKCHOCTh O3Ha4aeT ydeT Bcex (GopM yueOHOH M TBOpuUecKoil paboTbl
CTYJICHTA B TEUEHHE CEMECTpA.

PeliTuHTr HampaBieH Ha MOBBIIIEHHE PUTMHYHOCTH U 3()(HEKTUBHOCTU CaMOCTOSTENbHOM
paboThI cTyneHToB. OH OCHOBBIBAETCS HA IMPOKOM HCIIOJIb30BaHUH TECTOB U 3aMHTEPECOBAaHHOCTH
Ka)KJ0r0 CTYJIEHTa B MOJTY4YeHHH 0oJiee BBICOKOM OLEHKH 3HaHUMN MO JUCIUILIHNHE.

[TpuHIMNBl peliTUHIa: HENpephIBHBIA KOHTPOJb (B HA€ale Ha KaKJOM M3 ayIUTOPHBIX
3aHATHI) W TOJy4YeHue Ooyiee BBICOKOM OIGHKH 3a paboTy, BBINOJHEHHYIO B Cpok. llpm
IPOBEICHUN NPAKTUYECKUX 3aHATHH HEOOXOAMMO NpeAycMaTpHBaTh MIMPOKOE HCIIOJIb30BaHUE
aKTHBHBIX U MHTEPAKTUBHBIX (OPM (KOMIBbIOTEPHBIX CUMYJISILIUMN, I€IIOBBIX U POJIEBBIX UTD).

Pelitunr BkitouaeT B ceOs /1Ba BUAA KOHTPOJIS: TEKYIIUN, IPOMEXYTOUYHBIN U UTOTOBBIN 1O
JUCLIUILINHE.

Texymmii koHTpoIb (TK) - OCHOBHAs 4acTh PEUTHHTOBOW CHCTEMBI, OCHOBaHHASI Ha OETIIOM
OIpoce pa3 B HEJEIO WIKM B BE Henenu. GOpMBI: OLIEHKA 34 CIa4y TEOPETUYECKUX MUHU3AYETOB,
BHITIOJTHEHHE WHAMBHUAYAIbHBIX 3aJaHUi U MpakTU4Yeckux pabor. Baxneitmenr ¢opmoii TK,
ITO3BOJISOIIEH OITPOCUTH BCEX CTYACHTOB HA OJTHOM 3aHITHH SIBIISIIOTCS TEOPETUYECKUE MOJY/IH, Ha
KOTOPBIX CTYZCHTBI CAMOCTOSTEIBLHO OTBEYAIOT HAa BOIPOCHI JI1 CAMOCTOSITEIIBHON OLIEHKH.

KoHTponbHBIE BOMPOCHl Ui CAMOCTOSITENIPHOW OLIEHKM KadecTBa OCBOCHUS Yy4ueOHOM
JUCIIUTIAHBI

Tema 1. BBenenue B nHpopManmoHHy0 6€301aCHOCTh

Yro takoe nHpOopMaMOHHAs OE30MIaCHOCTH?

[lepeuncnure OCHOBHBIE yIpo3bl HHOOPMALIMOHHON OE30MACHOCTH.
Kakwue cymectByoT Moienu HHGOPMAIIMOHHOW 6€30macHOCTH?
Kakue metoapl 3amuTsl HHQOPMAIUH BBIIEISIOT?

Uto Takoe mpaBOBbIE METOIbI 3aITUTHI HH(pOpMaUu?

Yro Takoe OpraHW3alMOHHBIE METO/IbI 3aIUTh HH(popMaruu?

Yro Takoe TEXHUYECKHE METO/IbI 3alIUTH HH(OopMaIiu?

Uro Takoe mporpaMMHO-aIIapaTHbIe METOAbI 3alIUThl HHPOpMAIIN?
Yro Takoe KpUNTOTrpapuuecKue METO bl 3aIUTHl HHPOpMALUu?

Urto Takoe pusndecKkre MEeTOAbI 3aUTH HHGOPMAITIH?

Kakwue riaBHbIe TOCYTapCTBEHHBIE OPTraHbl B 00J1aCTH oOecrneueHus: HHPOPMAITHOHHOM
6e3onacHocTu?

[Tepeunciure BUABI 3alTUIIIAEMON HH(POPMAIIHH.
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11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
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Tema 2. IIpaBoBoe obecniedeHrne HHPOPMATMOHHONW OE30MTACHOCTH

. IIpaBo. McTrounuku npasa.

Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3aIIUTHI HH(OpManuu B PO?

[Tepeuncnure ocHOBHBIE LIeH U 3a1a4n PO B obnactu obecrieyeHnss HHPOPMALMOHHOM
0e3onacHoCcTH

Crparerust HaMOHAIBHOM Oe3omacHoCTH. JloKTprHA HHPOPMALIMOHHOM 6€30MMacHOCTH.
Urto Takoe kKoH(pHuAeHIIMATbHAST HHPOpMALIHS?

Uro Takoe nepcoHaNbHbIE TaHHbIE?

B kakux ciaydasix BO3MOXXHO MCIIOJIb30BaTh MEPCOHAIBHbBIC JaHHbIE 0€3 COrflachs
oOmamaress?

OxapakrepusyiiTe OMOMETpUYECKUE JaHHbIE KaK IEPCOHANIbHBIEC TaHHBIE.

. Uro Takoe nmpogeccruoHanpHas TaitHa?
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

Uro Takoe ciaykeOHas TaiiHa?
Yro Takoe KOMMepuecKasl TaiiHa?
Yro Takoe pekuM KOMMEPUECKOM TalHbI?
Urto Takoe rocynapcTBeHHas TaitHa?
Onumure NpaBoBOM PEeXUM roCyJapCTBEHHOM TaliHBI.
®3-149.
®3-152.
@3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
ITocranoBnenue npasutenbcTsa Nel119.
Tema 3. OpranuzanronHoe odecrieueHrne HHHOPMAITMOHHON 0€30MTaCHOCTH

Kakue ocHOBHbIE MEXIyHapOHbIE CTaHAAPThI B 001acTH MH(POpMAIIMOHHON 6e30nmacHOCTH?

"OpanskeBast kHura"

ISO/IEC 15408.

Kak cBsi3aHbI MeXIyHapOHbIE CTAaHAAPTHI U CTaHAapThl PO?

'OCT P UCO/MDK 27002-2012.

I'OCT P UCO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut uHPOPMALMOHHON O€30MaCHOCTH.

PC BP UBBC-2.2-2009. «MeTorKa OLIEHKH PUCKOB HapyIIeHUs WHPOPMAITMOHHOMN
0e30macHOCTI.

ITpuxa3z ®Cb Ne378.

[Tpukaz ®CTIOK Ne21.

ITpuxa3z @CTIOK Nel7.

[Tpuxa3z @CTIOK Ne31.

[Tpukaz ®CTIK Ne28.

ITpuka3z @CTIOK Ne638.

[Tpuxa3z @CTIK Ne9.

ITpuxa3z @CTOK Nel19.

ITpuxa3z I'octexkomuccuu Nel14.

PykoBopsue 1oKkyMeHThI [ OCTEXKOMUCCHUHU.

Mepsl 3amuThl HHGOPMAIMK B TOCYAAPCTBEHHBIX HH(POPMAITMOHHBIX CUCTEMAX.
(Meronnueckuit nokymenT ®CTIK).

Yro Takoe MoJuTHKa 6€30MacHOCTH?

Cayx0a 6ezonacHoctu npeanpusitus. CTpykrypa. OyHKIUH.

Tunoast HHCTPYKLMS COTPYAHUKA 110 00ecrieueHu 0 HH(OPMaIMOHHON 0€30M1aCHOCTH.
DKoHOMHUYECKas pa3Beka. [[pOMBINUIEHHBIN IIMHOHAXK.
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Tema 4. TexHuueckue cpeiCTBA U METOABI 3aIIUTH HH(POpMAITIH

UYro Takoe nHKEeHepHas 3aluTa 00bEeKTOB?
KakuMm cioco6oM onuceiBaeTcst HHKEHEpHas 3amura. Onucarb MOJEIb.
Kakwue cpencta mpuMeHsIOTCS 715 3alIMTHI 1-ro nepumerpa?
Kaxkwue cpencTBa npuMeHSIIOTCS ISl 3alUTHI 2-T0 iepumeTpa’?
Kakwue cpenctsa MpUMEHSIIOTCS 7S 3alUTHI 3-T0 IepuMeTpa’?
IToxapHbIEe CUTHAJIM3ALUN.
OxpaHHbIE CUTHAIU3ALUU
buomerpus. buomerpuyeckue XxapakTepUCTUKH.
Yro Takoe TeXHUYECKUE KaHaJbl YTeUKU HHPOpMauu?
[Tepeuncnute OCHOBHBIE BUJIbI TEXHHUECKUX KAHAIOB yTeUKU HH(POpMAIUu?
Uro Takoe criennpoBepka’?
YTo Takoe crenuccicaoBague?
Yro Takoe crernodcnenoBanue?
[Tepeuncaute METOABI 3aIUTH HH)OPMAIH OT YTEUYKH 10 3PUTEIIEHOMY KaHATYy.
[lepeuncnute METOIBI 3aIIMTHI MH(OOPMALIUK OT YTEUKH IO 3JICKTPOMAarHUTHOMY KaHaIy.
[Tepeuncante METOABI 3aIUTH HHOOPMAIIMH OT YTEUKH I10 3JIEKTPUUECKOMY KaHAITy.
[lepeuncnure METOIbI 3aIUTHI HHOOPMALIUK OT YTEUKH [0 MHIYKIIMOHHOMY KaHaly
[lepeuncnute METOIBI 3aIMTHI MHOOPMALIUK OT YTEUKH IO MapaMeTPUIECKOMY KaHamy.
[Tepeuncanre METOABI 3aUTH HHOOPMAIMH OT YTEUYKH 110 BO3IYITHOMY KaHAIYy.
[lepeuncnure MeTO I 3aIMTHI HMH(GOPMALIMU OT YTEUKU MO0 BUOPAIIMOHHOMY KaHaly.
[Tepeuncante METOABI 3aIUTH HHYOPMAIIUH OT YTEUKH 10 aKyCTOIEKTPHUECKOMY KaHay.
[Tepeuncanre MeTOABI 3aIUTH HH()OPMAITUH OT YTEUKH 110 ONTHKOIIEKTPOHHOMY KaHaTYy.
[lepeuncnure cpeacTBa U METOABI 3AIIUTH HHPOPMAIMK OT YTEUKH HHPOPMAIIIH B
Tesne()OHHBIX JINHUSX.

Tema 5. IlporpammHo-anmapaTHbIE CPEACTBA M METOABI oOecrieueHus WHOOPMAIMOHHOM

0€e301acHOCTH

IR
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

UYrto Takoe mporpaMMHO-AIapaTHRIE CPEACTBA 3aIIUTH HHpOopMarmu?

Kakune MexaHu3Mbl peain3yroT IPOrpaMMHO-aIapaTHIE CPECTBA 3aIUTH HHGOPMAITIH?
Kakmne koMmbrOTepHBIE YyTPO3bl OE30MACHOCTH CYIIECTBYIOT?

Uro Takoe cereBas pazBeaka? Kakue MeToapl 3a1IUTHI MPOTUB HEE CYIIECTBYIOT?

Urto Takoe nubeknus? Kakvue BUabl HHBEKIMHN CylIecTBYIOT? Kakue MeToIbl 3alUThl IPOTUB
HUX CYIECTBYIOT?

Urto Takoe oTKa3 B oOcykuBaHuu? Kakue METOIbI 3aIUThI TPOTHB HETO CYIIECTBYIOT?
OcCHOBHBIE BUbI IPOTPAMMHBIX YS3BUMOCTEH.

Baknopsl.

Uro Takoe nepenosnenue 0yddepa? MeTo bl 3alTUTHI.

UYro takoe aedekTsl popMaTHBIX CTPOK? METOIbI 3aIUTHI.

UTto Takoe 1eJI0YnCICHHBIC TIePErIoTHEHU? MeTO b 3alUTHI.

Ommbku 00pabOTKH UCKITFOUCHHU. MeTOIbI 3aIlUTHI.

Brenpenue komana. MeTozsl 3alUTHI.

HexoppekTHbie 00paboTKH OMMOOK. METOIbI 3aIUTHI.

I'onxn. MeTon! 3alIUTHI.

BrinonHeHne koa ¢ 3aBbIIIEHHBIMU TPUBUIICTHUSIMU.

Artaka "UenoBek 1o cepeauHe".

UYro takoe [P-ciyhpunr? Kakue MeTo bl 3aIIUTHI IPOTUB HETO CYIIECTBYIOT?

ARP.

DHCP.

NAT.

PAT.

IPv4. IPv6.



24. Yto Takoe ARP-criydpunr? Kakue MeTo bl 3alIUTHI TPOTHB HETO CYIIECTBYIOT?
25. Yto takoe DNS Cache Poisoning? Kakue MeToapl 3alIUTHI MPOTUB HETO CYIIECTBYIOT?
26. Yto Takoe NetBIOS/NBNS spoofing? Kakue MeTob! 3a1IUThl IPOTUB HETO CYLIECTBYIOT?
27. VPN.
28. CoumanbHas HHXEHEPHS.
29. ®poxa. Metonbl 60pbOBI ¢ HpOIOM.
30. Yro takoe ¢pummHr? Kakue MeTo bl 3allUThI IPOTUB HETO CYLIECTBYIOT?
31. Kapaunar. MeToibl 3alUThI OT KapIUHTA.
32. Darkweb.
33. DMZ.
34. AHOHMMai3€epHl.
35. Tlpokcu-cepBepsl.
36. Pe3epBHOE KOMMPOBAHUE.
37. Honey pot.
38. DLP-cucremsl. SIEM-cucremsl.
39. Ckanepbl 6€30MaCHOCTH.
40. Cuctembl 0OHapYKEHHUSI BTOPKEHUH.
41. Cucremsl NpeOTBpAIICHNS BTOPKEHUH.
42. BpenoHnocHsle nporpammsl. KoMmmberoTepHble BUpycsl. Buibl BUpycoB.
43. DKCIUIOUTBHI.
44. Mexanu3Mm pabOThI BUpYCa.
45. AHTuBHpyChl. Buibl aHTUBHPYCOB.
46. MexaHu3mbl pabOTHI aHTUBHpYCA.
47. MexceTeBOM IKpaH.
Tema 6. Kpunrorpadudeckre MeToab! 3aIUThl HH()OpMaIH

Uro Takoe mudp? Kakue Buapl mudpoB CymecTBYOT?
Yro takoe cummeTpuuHbli mn¢pp? Kakue cuMMeTpuyHble NPl HCIOIB3YIOTCS ceifuac?
Yro Ttakoe accumeTpuuHbiil mudp? Kakne accumerpudnbie mudpsl UCTIOIB3YIOTCS ceifyac?
[TpuHIMI MOCTPOEHUSI CHMMETPUYHBIX MU(PPOB.
[TpuHIMI TOCTPOEHHS ACCUMETPUYHBIX IIH(POB.
CranaapTHbie IIUQPHI.
[Torounsle mu@psI.
Yro takoe xem-pynkuusa? Kakue Buapl xen-QyHKIHiA BbI 3HaeTe?
HepeBo Mepkna.
Yro takoe uudpoBas NOAMUCH?
[Tudposas moanucs RSA.
Hudposas moanuce Dib-I"amans.
. Uro Takoe HH(PPACTPYKTYpa OTKPHITHIX KIHOUEH?
JKu3HeHHBIN K KTI0Ya.
. AyTeHTH(QUKaIM, UISHTUPUKALNS, BepUDUKALHS, aBTOPH3ALIHAL.
[Tpocreiime TpOTOKOJIBI UACHTUDHUKAIHIH.
OcnoBHoii mpoTokon Kerberos.
IPSec.
Blockchain.
. Uto takoe creranorpadus? [lonstre creraHokoHTEHHEpa.
Kakue BUibl CTEraHOKOHTEHHEPOB CYLIECTBYIOT?
MeTobl cO3AaHUs CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOW MH(pOPMAIINH.
MerToabl co3aaHUs CTETAHOKOHTEHHEPOB HA OCHOBE BUACOMH(DOPMALIUH U CTOI/KAJPOB.
MeTobl cO3AaHUs CTETAaHOKOHTEHHEPOB HAa OCHOBE ayJHOMH(pOpMAIINH.
[MudpoBble BOSHbBIE 3HAKU.
OcnoBHas nenb TK: cBoeBpeMeHHast OLIEHKa yCIIEBaeMOCTH CTYAEHTOB, MOOYKIaromas ux
paboTaTh paBHOMEPHO, MCKIII0Yasi MaJIble 3arpy3KH HITU MEPETPY3KH B TEUCHHE CEMECTPA.
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JlexuMOHHBIE 3aHATHUA KEJIATEIBHO NPOBOAUTHL B PEKUME INPE3CHTALMM € JEMOHCTpaLuen
MPUMEHEHHS OCHOBHOTO MaTepuaa, U3J1araéMoro B TeMe. JDTO CYIIECTBEHHO YIy4IlIaeT JUHAMUKY
JICKIIUM.

Llenecoobpa3Ho oOecrmeynBaTh CTYIEHTOB Ha 1-2 JIeKIMM BIEpea pa3aaTOYHBIM
MaTepUajoM B 3JEKTPOHHOM BUJE (CIOXKHBIE CXEMBbl, TpaduKU, aHATUTHUYECKUE HCCIIECOBAHUS U
ONOPHBINA KOHCIEKT). OCHOBHOE BpeMs JIEKLMH JIydllle TPaTHTh Ha MOAPOOHBIC aHATUTHUYECKHE
KOMMEHTApHH U OCOOCHHOCTH NMPHMEHEHHsI pacCMaTPHUBAEMOr0 Marepuajia B MpodecCHOHATBHON
JEATEITbHOCTH CTYJEHTA.

[TpakTudeckue pabOTHI ClEAyeT MPOBOAUTH B KOMITBIOTEPHOM Kilacce JIMOO B ayIUTOPHH C
MYJIBTUMEIUHHBIM 000pY/I0BaHUEM, MCIOJB3YSl OPUTMHAIBHYIO METOJIUKY M NMpoQeccHOHANbHbIE
nporpamMmmMbl. MOXHO pEKOMEHAOBATh YCTAaHOBKY OpHMrMHaibHbIX nporpamm Ha IIK crynentoB u
BBINIOJHATH PsI 3a/1ad JoMa. B 3ToM ciiydyae B KjlacC€ OCHOBHOE BHHUMAaHHE KOHLIEHTPUPYETCS Ha
METOAMKE UCITOJIb30BAaHNS Ha3BaHHBIX IPOTPAMM U aHAJIU3€ MMOTYYEHHBIX PE3yIbTaTOB.

[Tpomexxytounslii koHTpoib (IIK) - 3TO0 mpoBepka 3HAHUN CTYIEHTOB IO pa3jaeiy
nporpaMMmbl. @opMbl: ONpoc MO TEOPUU COITIACHO CIUCKA BOIPOCOB JIJISl CAMOCTOSITEILHOM OLIEHKU
YCBOEHUS MaTepuaia.

Llenp IIK: noOyauTe CTYIEHTOB OTYMTATbCA 33 YCBOEHHE pas3jeia JUCHUIUIMHBI
HAKOIMUTENbHBIM 00pa3oM, T.€. CHayasla 3a MepBbId, 3aTEM 3a BTOPOMW, 3aTEM 3a TPETUH pa3leibl U
T.1. B KOHEYHOM UTOre MHOTME CTYAEHTHl MOTYT MOJYYHUTh MTOTOBBIE OLIEHKH MO AMCIUIUIMHE
“aBTOMaTom”.

Uroroseiit koHTpok 1o auctuiuirnHe (MK/]) - aTo mpoBepka ypoBHS y4EOHBIX JOCTHXKCHHMA
CTYIEHTOB MO Bcell AucuuiuimHe 3a cemecTp. Dopmbl KOHTpoussd: 3k3ameH. Llenp uTOrosoro
KOHTPOJIS: IpoBepka O0a30BbIX 3HAHMM JWUCUUIUIMHBI, TOJYYEHHBIX IpPU H3YyYEHUH MOy,
JIOCTATOYHBIX JJIS MOCIEAYIONIEro 00ydeHusl.

Bomnpocs! k 3k3aMeHy [UIsl OIIEHKH KauyecTBa OCBOCHUS yUEOHOM JUCIUTUIMHBIL

1. lenmu rocyaapcTBa B 001acTH o0ecriedeHus: HHPOPMaIMOHHOM 0€30MMacHOCTH.

2. OcHOBHBIE HOpMaTUBHBIE aKThl PD, cBsI3aHHBIE ¢ IPABOBOM 3aIIUTON MHPOPMALIUH.

3. Buapl KOMIIBIOTEPHBIX MPECTYIIIICHUM.

4. CiocoObl 1 MEXaHU3MBbI COBEpPILIEHUSI THPOPMAITMOHHBIX KOMITBIOTEPHBIX MPECTYIIIICHHH.

5. OcHOBHbBIE MapaMeTpbl M 4YepThl HH(GOPMAIMOHHONH KOMMBIOTEPHON NPECTYMHOCTH B
Poccun.

6. KomnbrorepHbiii BUpyc. OCHOBHBIE BUJIbl KOMIIBIOTEPHBIX BUPYCOB.

7. MeTroasl 3alUTHI OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunel aHTUBUPYCHBIX MTPOTPAMM.

9 . 3aumThl OT HECAaHKIHMOHUPOBAHHOTO JocTymna. MneHTudukanus u ayTeHTUDUKALM
10JIb30BATES.

10. OcHOBHBIE YTPO3BI KOMITBIOTEPHOM 0€30MMaCHOCTH TP padoTe B ceTH MHTEpHET.

11. Buasl 3amumaemMoit nHGopMaIuu.

12. T'ocynapcTBeHHas TaiiHa Kak 0COObII BUJI 3alUIIIAEMON HHPOPMAIIUH.

13. Kondunenuuansaass nHGpOpMaIus.

14. Cuctema 3a1iuThl rOCyAApCTBEHHON TalHBI.

15. ITpaBOBOI1 peKNUM 3aIIUTHI TOCYAAPCTBEHHON TalHBI.

1 6. 3amura MHTEUIEKTYyaJbHOM COOCTBEHHOCTU CPEICTBAMU IMATEHTHOTO M aBTOPCKOTO
npasa.

17. MexayHapoIHOE 3aKOHOIATEIBCTBO B 00JIACTH 3alIUTHI HH(POPMAIIHH.

18. IIporpaMMHoO-anmapaTHele cpeicTBa olOecrieyeHus WHPOPMALMOHHON 0€30MacHOCTH B
MH(POPMALMOHHBIX CETSX.

19. CummeTpuyHbIe TTHQPHI.

20. AccumeTpuuHbIe MHUPPHI.

21. Kpunrorpagpuyeckue npoTOKOIbI.

22. Kpunrorpapudeckue Xem-(QpyHKINH.

23. DneKTpoHHAas MOAMHKCH.

24. Opraau3anoHHoe odecnedeHrue NHGOPMAITMOHHON O€30MaCHOCTH.



25. Ciry>x6a 6e301MacHOCTH OpraHU3allny.

26. Metoap! 3aIUTHl THPOPMAIMH OT YTEUKH B TEXHUYECKUX KaHajax.

27. lmxeHepHas 3aIIuTa U 0XpaHa OObEKTOB.

Pacnpenenenre 00BEMOB pa3WYHOTO BHJA KOHTPOJIEH MOXXHO MPOMLIIOCTPHPOBATH
cieayomuMu IMdpaMu Ha TIpUMEpPE ceMecTpa: TEeKymHid KOHTposib — 40 yCIOBHBIX 0asuioB;
MIPOMEXKYTOUHBIN KOHTPOJIb - 30 YCIOBHBIX 0alIOB; UTOTOBBIN KOHTPOJIb - 30 YCIOBHBIX OaiioB.
Bess gucnmmuimHa onermBaercss B 100 yCIOBHBIX OaijioB, €CITM BCSI TUCIMIUIMHA OLIEHUBACTCS
nudpoit, ormuyHoi ot 100 GayuIoB, TO MOA YCIOBHBIM OQJIJIOM ClIEIyeT MOHUMATh MPOICHT OT
MaKCHMaJIbHOTO YUCIIa OAIJIOB.

[Ipu sTOM nelCTBYeT cleayromias CUCTeMa MEPeBOIa PEUTHHTOBBIX (YCIOBHBIX) 0ayioB B
OOBIYHYIO MIKay KaueCTBEHHBIX OLEHOK: “Otnudno” (5) - 91-100 ycnoBHbIX Oamos; “Xopomo”
(4) - 7590 ycnoBubix O6amnoB; “YmosnerBoputenbHo” (3) - 61—74 yclOBHBIX 0aiioB;
“HeynosnerBoputenbHo” (2) - < 61 yCIOBHBIX OQJIIOB.

[TpuBenennsie UUGPHI TOBOPAT O TOM, UYTO Ha JHOOOH CTaguu OO0yuyeHHE CTYAEHTa MOXHO
CUMTATh YJIOBJIETBOPHUTENBHBIM, €CIIM OH Habupaer He MeHee 61 ycimoBHBIX OamnoB. Tak,
Harpumep, HaOpaB B xoae TK wum IIK 61 O6amioB, crymeHT rapaHTHpyeT cebe OIeHKY
“yIIOBIETBOPUTEIBHO .

5.2 OcoO0eHHOCTH oOpraHu3amuu OOyYeHUS [JIsl JUI[ ¢ OTPAHHYEHHBIMH BO3MO:KHOCTSIMU
310POBbS1 U MHBAJIU/I0B

[Tpu HeoOxoMMOCTH 00YyHaIOIIUMCS U3 YUCIIA JIULL C OTPAHUYEHHBIMUA BO3MOXKHOCTSIMH 370POBbSI U
MHBAJIUAOB (110 3asBJICHUIO 00YYaOLIEerocs) NpeaocTaBiseTcs yueOHas HHPOpMaLus B JOCTYITHbIX
dopmax ¢ ydeToM UX UHIAUBUAYAIBHBIX MICUX0()U3NIECKIX OCOOCHHOCTEH:

- JUIS JIUI] ¢ HApYIICHUSMU 3pEHUs: B MeYaTHON (opMe YBEIHMYEHHBIM pudTom; B Gpopme
AIIEKTPOHHOI'O JIOKYMEHTA; WHJUBUTyaJIbHbIE KOHCYJIbTaIlU! c MPUBJICYCHUEM
TUQIIOCYPIOTIEPEBOAUNKA; MHIMBUAYIbHBIC 3aaHUs, KOHCYJIbTAUU H JP.

- JJIs I ¢ HApYIICHUSIMU cllyXa: B Me4aTHoi (opme; B hopMe 3JIEKTPOHHOTO JOKYMEHTA;
WHUBUTyaJIbHbIE KOHCYJIBTALMU C MPUBJIEYEHUEM CYPAONEPEBOIUNKA; HHAUBUAYAIbHbIC 3a/IaHUS,
KOHCYJIbTAIlH U Jp.

- 7Sl TUI] ¢ HapyUICHUsIMHU OTIOPHO-ABUTATEIBHOTO ammapara: B ne4atHoi gopme; B popme
AJIEKTPOHHOI'O JOKYMEHTA; UHIMBUyalIbHbIE 3a/1aHUs, KOHCYJIbTALUU U JIP.

6 @OoH] OLEHOYHBIX CPEACTB /JIA NMPOBEAECHUS] TEKYLIero KOHTPOJS M MPOMEKYTOYHOMI
arrecTalMu 00y4aroMXcs N0 JMCUUILINHE (MOTYJIIO0)

B coorBerctBuu ¢ TpeOoBanusimu DPI'OC BO pans arrecrauuu oOydaromuxcsi Ha
COOTBETCTBUE MX IEPCOHAIbHBIX JOCTH)KEHUM IUIaHUPYEeMbIM pe3yiasraTaM OOydeHHUs 110
JUCHUIUTMHE (MOZIYIIO) cO3/aHbl (DOHIBI OLEHOYHBIX CPENICTB. THIOBBIE KOHTPOJBHBIC 33JaHUS,
METOJIMYECKUE MaTepHallbl, ONPEAEISIONIUE MPOLEYphl OLICHUBAHUS 3HAHUM, YMEHUNH M HABBIKOB,
a TaKkKe KPUTEPHUM U IOKa3aTeNld, HEOOXOOUMbIC Ul OLIEHKU 3HAHWUN, YMEHHUH, HABBIKOB U
XapaKTepU3yIOIUe ATAIbl (POPMHUPOBAHUS KOMIETCHIIUI B MpOIlEcce OCBOEHUS 00pa30BaTeNbHON
MpOTrpaMMmBbl, ipenctanieHbl B [Ipunoxenun 1.

7 Y4yeOHO-MeTOAMYECKOEe M NH(POPMALMOHHOE O0ecneuyeHrue TUCHUIIJINHBI (MOLYJIs1)

7.1  Ocnoenasa numepamypa

1. babam A.B., bapanoBa E.K. MopnenupoBanue CHUCTEMBbI 3allIUTH HHPOPMALUU:
[Tpaktukym : Yuebnoe mocobue [DnektponHsblii pecypc]| : PUOP , 2020 - 320 - Pexxum gocrtymna:
https://znanium.com/catalog/document?id=357569

2. Kyx A.IL, Kyk E.IL., Jlenemkun O.M. u np. 3amura nadopmaiuu : YuedHoe mocoomne



[DnekTpoHHBIl  pecypc] : PHUOP , 2019 - 400 - Pexum  pocryna:
https://znanium.com/catalog/document?id=339378

3. Kazapun O. B., 3a6abypun A. C. [IPOTPAMMHO-AITIIAPATHBIE CPEACTBA
3AIIUTBI UHOOPMALIMU. 3ALIUTA ITPOI'PAMMHOI'O OBECIIEYHEHUS. Y4eOuuk u
NMPaKTUKYM JUIsI  By30B [OJeKTpoHHBIM pecypc] , 2020 - 312 - Pexum pocrymna:
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 [onoanumenvnas numepamypa

1. Axwmapos II. b. KogupoBanue u 3amura napopmanuu [I1eKTpoHHBINH pecype] , 2016 -
136 - Pexxum nmoctymna: https://lib.rucont.ru/efd/363163

2. babenko JI. K., Mmyxosa E. A. KPUIITOI'PAOUYECKASA 3ALIUTA
NHOOPMALIMM: CUMMETPUYHOE HIM®POBAHUE. VYuebHoe mocobuwe sl By30B
[DnexTponnsbIii pecypc] , 2020 - 220 - Pexxum goctyna: https://urait.ru/book/kriptograficheskaya-
zaschita-informacii-simmetrichnoe-shifrovanie-452871

3. buprokoB A.A. WHbopmammonHass 06e30MacHOCTh [DIEKTPOHHBIN pecypc]
HUznarenncTBO "JIMK ITpecc" . 2017 - 434 - Pexum JOCTyTa:
https://e.lanbook.com/book/93278#book

4. by3os I'A. 3amura nHpopMaluyu OrpaHUUEHHOrO JAOCTYIA OT YTEUKU M0 TEXHUYECKUM
KaHajaM [DnekTpoHHbIN pecypc] : U3natensctBo "l'opsiuas nunusi-Tenexkom" , 2018 - 586 - Pexxum
noctyna: https://e.lanbook.com/book/111027#book

5. Epoxun B.B., Iloronsimesa /[.A., Crenuenko W.I. be3onacHocTh nH(OpPMALIMOHHBIX
cucteM : YueOHble mocoOust [DnexrponHslii pecype] : @JIMHTA , 2015 - 182 - Pexxum nocryna:
https://e.lanbook.com/book/62972#book

6. Hecrepor C. A. UTHOOPMAIIMOHHAS BE3OITACHOCTD. YueOHuK 1 TPaKkTUKYM
JUId akajeMuyeckoro OakamaBpuara [OneKkTpoHHBIH pecypc] , 2019 - 321 - Pexum nocryma:
https://urait.ru/book/informacionnaya-bezopasnost-434171

7. PomanbkoB B.A. BBenenue B kpunrorpaduro : YueOHoe mocobue [DIEKTpOHHBIN
pecypc] :  MzpmatrensctBo  POPYM |, 2020 - 240 - Pexum  gocryna:
https://znanium.com/catalog/document?id=345516

8. Xopes IL.b. IlporpammHo-annapaTHast 3amura MHGOpManuu : YdeOHOEe mocobue

[DnekTponnblit pecypc] : WMsmarensctBo DPOPYM , 2019 - 352 - Pexum pgocryma:
https://znanium.com/catalog/document?id=340852

9. Illudposanue u 3amuTa OT B3JI0Ma [DIEKTPOHHBIN pecypc] : Kpunrorpadus, mapomm,
ciexka - JnekTpoH. aaH. - b.m. : ALEX SOFT - 1 CD-ROM

7.3 Pecypcovt ungpopmayuonno-menekommynuxkayuonnou cemu "Hnmepuem',
6KII0YaAA npogheccuonanvHvle 0azl OAHHLIX U UHGOPMAUUOHHO-CRPABOYUHDbBLE
cucmemul (npu HeobX00UMOCmMU):

1. CIIC Koncynprantllimtoc - Pexxum noctyma: http:// www.consultant.ru/

2. OnexktponHass Oubmmoreuynas cucreMa «PYKOHT» - Pexum pgocryma:
https://lib.rucont.ru/

3. OnexktponHas Oubnuoreunass cucrema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

4. DOneKTpoHHO-OnOMroTeuHass cucrema usmarenbctBa "Jlawp" - Pexxmm pocrtyma:
https://e.lanbook.com/

5. DOneKTpOHHO-0MOIMoTeuHast cuctemMa usnatenberBa "FOpaitt" - Pexxum mocryna:

https://urait.ru/

6. Open Academic Journals Index (OAJI). [Ipodeccuonanbras 6a3a qaHHBIX - Pexxum
noctyma: http://oaji.net/

7. [Ipesunentckast Oubnmoreka um. b.H.Enpumna (6a3a [gaHHBIX pa3iMYHBIX



npodeccroHambHBIX o0nacTeil) - Pexxum nocrtyma: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe o0ecneyeHHe AUCUMIUIMHBI (MOAYJsl)) H IepeYyeHb
HHPOPMAIMOHHBIX TEXHOJIOIMH, HCIOJIb3yeMbIX NPH OCYIIECTBJIEHHH 00Pa30BaTeIbHOIO
npouecca 1o AUCHMILINHe (MOAYJII0), BKJIKOYAas NepedyeHb NPOrpaMMHOro odecrievyeHust

OcHOBHOE 000PYI0BAHUE:

Byanb-I'enepaTop akycTuueckux 1 BUOPOAKyCTHUECKHX TTIOMEXOBBIX CUTHAJIOB
Mynsr. Mmenuitabiii komruiekt Ne 2: ITpoektop Panasonic PT-LX26HE, nmoronounoe
kperienne Tuarex Corsa, knemMMmHbIH Moxynb Kramer WX -1IN, konnektop VGA, skpan Lumien
Ecopicture
Ilepconanbublii komnbroTep Nel "B-tronix professional 3872\2015"

Cmapt-AB (ma 0aze CKM-21.2)- IlporpaMMHO-anmapaTHbIi KOMIUIEKC OIIEHKH
3QGEKTUBHOCTH  3aIUUTBl  peuyeBOM HMHPOpPMALUMM OT YTEUKH IO aAKyCTUYECKOMY U
BUOPOAKYCTHUECKOMY KaHaJaM

Conara-P3.1 CpeactBo akTUBHOI 3alIUThl HH(POPMALIMKM OT YTEUKH 3a CUET MOOOYHBIX
AJIEKTPOMArHUTHBIX KOJIEOaHUI U HAaBOJOK
Cnekrpoananuzatop IFR2397

[IporpaMMHoe obecrieyeHue:

Microsoft Windows 7 Ultimate Russian
VMware Workstation 9 for Linux andWindows
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1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassauue OIIOII BO, Koz u popmynupoBka KOMITETEHITH

COKpalicHHOe u

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

01.03.04 «ITpuknagsa
sI MaTEMaTHKa»
(B-TIM)

YK-8.2B : Biageer HaBbIKaMH KyJIbTyphl Oe30mac
HOCTH U PUCK OPHEHTUPOBAHHBIM MBIIIICHHEM IT
0 BOIpOcaM 0e30MacHOCTH ¥ COXPaHEHHS OKPYX
aro1el cpensl

VK-8 : CriocobOeH co3aBaTh U IO
JIEP’)KUBAThH B TIOBCETHEBHOM XKU3HU
1 B MpoeCcCHOHATLHOMN eATSTLHOC
TH 0€30MMacHbIe YCIOBHS KUIHEICIT
€JIHOCTH ISl COXPaHEeHUsT TIPUPOIH
ot cpenbl, 00eCIIeUeHNs YCTONINBO
r'0 pa3BHUTHUS 0OLIECTBA, B TOM YHCI
€ TPH yrpo3e U BOZHUKHOBEHUH Upe
3BBIYAIIHBIX CUTyallui U BOCHHBIX K
OH(IUKTOB

KommiereHnust cuutaercsi chOPMUPOBAHHON Ha JAHHOM JTalle B Clydae, M IOJy4YCeHHbIC
PE3YILTAaThI 06y‘ICHI/ISI o JUCHUINIMHE OLCHCHBI IIOJOXUTCIBHO (III/IaHaBOH KPHUTCPUCB
OLICHUBAHUSI PE3YJIETaTOB O0YyUYCHUS «3aU4TEHO, YIOBIETBOPUTEIBEHOY, «XOPOLIO», KOTIHIHOY). B
Cllydae OTCYTCTBHSI TIOJIOXKHMTEIBHOW OLCHKM KOMIICTCHIMS HA JAHHOM OTale CYHTaeTCsl
HeC(OPMHUPOBAHHOM.

2 Iloka3aTe/i oLeHUBAHMS JIAHUPYEMbIX Pe3yJbTATOB 00yUYeHUs

Komnerennus YK-8 «Criocoben cozaBaTh U MOAAEP>KUBATh B TOBCETHEBHOM KU3HU U B
pohecCHOHANBHOM e TEIbHOCTH 0€30I1acHbIE YCIOBHS JKU3HEAEATEIIBHOCTH JIIsl COXpPAHEHUS
MIPUPOJIHOM cpesibl, 00ecTieueHus! YCTOMUMBOTO pa3BUTH 00IIECTBA, B TOM YHCIIE MPU YTPO3€e U
BO3HMKHOBEHHUH YPE3BBIYANHBIX CUTYallMi U BOCHHBIX KOH(DIUKTOBY»

Ta6mmma 2.1 — Kputepuu OolleHKH WHANKATOPOB TOCTHYKCHHS KOMITETEHIIUN

Pe3ynbraThl 00y4YEeHUs [0 AUCHUTLTHHE
K T
Kon 1 popMyarpoBKa HHAUKAT . Kpurepuu olieHUBaHUS PE3ybT
opa IOCTHXKEHUSI KOMIIETEHIIMN Oox o aToB O0yYeHUs
pe Pesynprar
3 | P€
3_
Ta
Ta
VK-8.2B : Briajieer HaBBIKaMH K 3n copMupoBaBIIeecs CHCTEMaTH
JBTYPHI 0€30MTACHOCTH M PHUCK P COBPEMCHHBIX 3aKOHOB, CTAHAA | YecKOoe 3HAHHE COBPEMCHHBIX 3
aH
OpPUEHTHUPOBAHHBIM MBIIIICHIE I ue | PTOB, METOJIOB 1 TEXHOJIOTHH B AKOHOB, CTaHJAPTOB, METOJIOB U
M T10 BorpocaM Oe3omacHocTn 1 | 1 o0J1acTH 3amuTE HHPOPMaIUu TEXHOJIOTHH B 00TACTH 3aIUTHI
COXpaHEHHS OKPY>KAIOIIEeH cpes nHpOpPMALIUT
BI
vy
P chopMupoBaBIIeecs CHCTEMaTH
M o0ecreynBaTh 3aMUTy HHPOPM
pl| YeCKOe YMEHHE 00eCIIeUnBaTh 3
eH | ammu
2 e amuTy nHGOPMaLUH
H chopMupoBaBIIeecs CHCTEMAaTH
P BJIaJICHHSI COBPEMECHHBIMH METO
aB 94eCKOe BJIaJICHHE COBPEMCHHEI
pi JTaMU 00eCTIeYeHHST 3aIUThHl HH
Bl MH METOJIaMU 0OecTIedeHHs 3a
3 (dhopmaru
KH MIUTHI HTHPOPMAITIH

Tabnuna 3amoiHsAeTCs] B COOTBETCTBUU C pazzenoM 2 Pabouell mporpammsl AMCLMITIIUHBI

(Moyst).

3 IlepeyeHb OLICHOYHBIX CPEICTB




Tabnuua 3 — [lepedeHpb OLIEHOYHBIX CPEICTB MO TUCIUIUTMHE (MOIYIIIO)

HanMeHOBaHHE OLIEHOYHOTO CPEACTBA U TP
Kounrtponupyemsie muanupyemeie pesy | KOHTpONHpyeMbIe TeMBI excrasienne ero 8 ®OC
JBTATHI 00yYCHUS JCIUTLTHHBI TTpoMesKyTOUHas aT
Texkymuii KOHTPOJIb
TecTaIus
Ounas popma oOydeHHUs
P11 3HaHME : COBPEMEHHBIX 32 [IpakTtrdeckas pabo | Dk3aMeH B THCbMEH
KOHOB, CTaH/apTOB, M%TO 1.1. Beenenne B uudopum Ta HOH (opme
AOB M TCXHOIOTHHI B ODJIA | o1y 1vi0 Ge3011aCHOCTD DK3aMeH B IHChMEH
CTH 3aIUTHI HH)OPMAIHU CobecenoBanune >
HOH opme
1.2. lpumenenne nHpop | TIpaktnueckas pabo | DK3aMeH B MHCHMEH
MAaIMOHHBIX TEXHOJIOTHIHA Ta Ho# popme
JUTSL I3YYCHHUS BOIIPOCOB O
PraHU3aIIOHHO-TIPAaBOBO K3aMEH B MACEMEN
ro obecnieuenus undopm | Cobecenosanne HOH (popme
aIIMOHHOM 0€30I1acCHOCTH
IMpakTuyeckas pabo | DK3aMeH B MUCHMEH
1.3. IlpaBoBoe obecrieueH | 1g HOI hopme
ne nHpOpMannoHHOIT 6e3
DK3aMeH B IUChMEH
OIaCHOCTH CobGecenoBanne -
HOU (opme
P12 YMeHue : 00ecreuuBarsb 3 IpakTuyeckas pabo | DK3aMeH B MUCHMEH
anuTy HHGOPMAIIUH 1.4. Ucnionb30BaHue KpUIl | g HO#1 (hopme
TOrpa(UIEecKUX CPEeaCTB 3
AIUTH! MHGOPMALUH Cobecenoparie 3K§aMeH B IIHCHMEH
HOH (opme
IpakTryeckas pabo | DK3aMeH B MHCHMEH
1.5. OpranuzannoHHoOE O Ta HOI (hopme
6ecrieyeHue HHHOPMALIHO
HHOI 6e3011acHOCTH CoGecenoBane OK3aMeH B THCHMEH
HOH (opme
IMpakTudeckas pabo | DK3aMeH B MHCHMEH
1.6. Peanu3aitust paboThI Ta HOI (hopme
UH(PACTPYKTYPHI OTKPHIT
i DK3aMeH B MHChMEH
BIX KITHOUCH CobGecenoBanue -
HOU popme
IMpaktuyeckas pabo | DK3aMeH B MUCHMEH
1.7. Texauueckue cpeact Ta HOI (hopme
Ba ¥ METO/IBI 3aIIUTHI HH
DK3aMeH B IUCbMEH
opmanmm CobGecenoBanue .
HOU (opme
1.9. TIporpaMmHo-anmapa INpakTHyeckas pabo 3K§aMeH B IIHCHMEH
THBIE CpencTBa U MeToaer | 18 Hoii popme
obecnieyenus: nH(GopMaIm DK3aMeH B IUChMEH
OHHO¥ 6€30aCHOCTH Cobecenopanne Hoit hopme
IpakTrdeckas pabo | DK3aMeH B MHCHMEH
1.10. Hactpotiika 6e3onmac | g HOI (hopme
HOT'O CETEBOr0 COCITUHCHH
Pt DK3aMEH B IIHCbMEH
CobecemoBanue o
HOH (opme
INpakTudeckas pabo | DK3aMeH B MHCHMEH
1.12. AHTUBUpPYCHBIE CpE Ta HOI (hopme
JICTBA 3alIUTHI HH(pOpMAI
DK3aMeH B MHUChMEH
nn CobecenoBanue -
HOU popme
P/3 HaBbIku : BazeHus coBpe [Mpaktuueckast pabo | DK3aMeH B MHCHMEH
MCHHBIMH METOJJaMU 00ec Ta Ho# popme
HEeYSHHUS 3aIUTEI I/IH(bOpM 1.7. TexHnuyeckue cpeacr
anuu Ba M MCTO/IbI 3AIUTHI HH




(dhopmaru

CobecenoBanue

DK3aMeH B MUCbMEH
HOH (opme

1.8. CpencrBa creraHorpa
(buu i 3amuThl HHGOPM
arnun

IMpakTudeckas pado
Ta

DK3aMeH B MUChbMEH
HOH opme

CobecemoBanue

DK3aMeH B MNCHMEH
HOU opme

1.9. IlporpammHo-anmnapa
THBIC CPEJICTBA H METOIBI
obecrieueHnst HHGOPMAIH
OHHOI1 6e30macHOCTH

[IpakTuueckas padbo
Ta

DK3aMeH B MUCHMEH
HOH (opme

CobecenoBanue

DK3aMeH B MUCHMEH
HOU (opme

1.10. Hactpotika 6e3omac
HOT'O CETEBOT0 COCANHEHN
A

INpakTHyeckas pabo
Ta

DK3aMeH B MUChMEH
HOU (opme

CobecenoBanue

DK3aMeH B ITHCbMEH
HOH (opme

1.11. KpunTorpaduuecku
€ METOJIbI 3aIIUThl HHPOP
Maluu

INpakTrdeckas pado
Ta

DK3aMeH B IUCbMEH
HOH (opme

CobecenmoBanue

DK3aMeH B MUCbMEH
HOH (opme

1.12. AHTUBUPYCHBIE CpE
JICTBA 3aLIUTHI HH(pOpMAI
uu

IMpakTudeckas pado
Ta

DK3aMeH B MUChbMEH
HOH opme

CobecemoBanue

DK3aMeH B MUCHMEH
HOU opme

4 Onucanue Npoueayps! OLCHUBAHUS

KadectBO cPopMHUpOBAaHHOCTH KOMIIETEHIIMI HAa JaHHOM JTame OICHUBACTCS 110
pe3yinbpTaTaM TeKYIIUX W MPOMEKYTOYHBIX aTTECTAIMH MPHU ITOMOIIY KOJUYCCTBCHHON OICHKH,
BBIpaXEHHOW B Oamnax. MakcumanbHas cymma 0auioB mo auciuruiiHe (momymo) paBHa 100
OayutaMm.

. O11eHOYHOE CPENICTBO

Bun yuebHoll nesTenbHO - c
CTH CobecenoBanue Hpaxmqecme PAOOT 1y samen Hroro
Jlexun 10 10
[IpakTuueckue

60 60
3aHATHUA
[IpomexyTouHas aTTecTa 20 20
ISt
CamocTosiTenbHas padot 10 10
a
Hrtoro 20 60 20 100

CymmMma 6aiioB, HAOPAHHBIX CTYACHTOM IO BCEM BUIAM y4eOHOW JEATEIILHOCTH B PaMKax
JTUCIUTIITMHBI, TIEPEBOUTCS B OIICHKY B COOTBETCTBUU C TaOJIHUIICH.

Cymma 6anos O1eHKa TI0 IPOMEKY

. XapakTepHCcTHKa KadyecTBa C(hOPMUPOBAHHOCTH KOMITETEHIINHI
TOYHOHU aTTeCTaluu

10 JMCLMILINHE

CTyIeHT IeMOHCTPHPYET CHOPMHPOBAHHOCTh JUCLMILUIMHAPHBIX KOMIIETEHIUH, 00
Hapy>KMBaeT BCECTOPOHHEE, CUCTEMaTHIeCKoe U NTy0OKoe 3HaHue y4eOHOTro MaTep
naja, yCBOMJI OCHOBHYIO JIUTEPATyPy U 3HAKOM C JOMOIHUTEILHON INTEpaTypoii, pe
KOMEHJOBaHHOH MPOTrpaMMOii, yMeeT CBOOOAHO BBINOIHATH MPAKTHUECKUE 3a1aHN,
IIpeyCMOTPEHHbIE IPOrpaMMOii, CBOOOIHO ONepHpYeT MPUOOPETEHHBIMU 3HAHUSIM
1, yMCHUSIMHU, IPIMEHSET UX B CUTYAINsIX ITOBBIIIEHHOH CII0)KHOCTH.

«3a4TEHO» /
ot 91 1o 100
«OTJIIMYHO»




CTyaeHT IeMOHCTPHPYET c(HOPMUPOBAHHOCT JUCIMIUIMHAPHBIX KOMIIETEHIUH: 0C

ot 76 10 90 «3auTeHO» / HOBHBIC 3HAHUSA, YMEHUSA OCBOCHBI, HO JOIYCKAIOTCSl HE3HAYUTEIbHBIC omvn61<n, HET
«XOPOIIIO» OYHOCTH, 3aTPY/IHEHHUS NIPU aHATUTHUYECKUX ONEpalusix, IEPEeHOCE 3HAaHUN U YMEHHU
1 Ha HOBBIE, HECTAHJAPTHBIC CUTYalllH.
CTyneHT 1eMOHCTpUpyeT chOPMUPOBAHHOCTh AUCIUIUINHAPHBIX KOMIIETCHIUH: B X
«3a4TeHo» / 0J1¢ KOHTPOJIEHBIX MEPOIIPUSITUH JOIYCKAIOTCS 3HAUUTENbHBIE OIIMOKH, POSIBIISIETC
ot 61 1o 75 «YJIOBJETBOPUTENLH s1 OTCYTCTBHE OTJICJIbHBIX 3HAHUI, YMEHUN, HABBIKOB 10 HEKOTOPBIM JUCHUIUITMHAPH
o» BIM KOMIIETCHIIMSIM, CTYICHT HMCIIBITBIBACT 3HAYNUTEIbHBIC 3aTPYIHEHUS IIPU OLIEPHUP
OBaHMHU 3HAHUAMHU M YMEHUSAMHU IPU UX IIEPEHOCE HA HOBBIEC CUTYALIUH.
«HE 3a4TCHOY /
or 41 10 60 S — VY crynenra He C(bOIiMHpOBa}{LI JHCLUAIIIIMHAPHBIC KOMIICTCHIIUH, TIPOSBIICTCS HENO
CTaTOYHOCTDb 3HAHWW, YMCHHUH, HABBIKOB.
HO»
«HE 3a4TEHOY /
ot 0 110 40 JIMCUMIUTHHAPHBIC KOMIIETCHIIMKH HE c(hopMHUpOBaHbL. [IposIBIsSETCSA MONHOE HIIH

«HEYOBIIETBOPUTEND
HO»

MPAKTUYCCKU MMOJIHOC OTCYTCTBUC 3HaHHfI, yMeHHfI, HAaBBIKOB.

S IlpumepHBIe OLICHOYHBIE CPeACTBA

5.1 IlpumepHBbIii IepevyeHb BONPOCOB M0 TeMaM

Tema 1. BBenenue B nHpopManmoHHy0 6€301aCHOCTh

FONY XN AW =

—_— —

Oes3omacHocTH?

_
N

Yro Takoe HHPOpMaLIMOHHAS 0€30MaCHOCTh?

[lepeuncnanre OCHOBHBIE YTPO3bl HH()OPMAITMOHHON 0€30ITaCHOCTH.
Kakue cymecTByroT MoJien HHPOPMALMOHHON Oe30macHOCTH?
Kakue meTobl 3auThl HH(GOPMAIMU BBIIENAIOT?

Urto Takoe mpaBOBBIE METOBI 3AIUTH HH(MOpPMAITUN?

Yro Takoe opraHu3alMOHHbIE METO/IbI 3aLIUTHI HH(pOpMaLUN?

Yro Takoe TEXHUUECKUE METO IbI 3alIUThI HH(pOpMaIn?

Yro Takoe mporpaMMHO-annapaTHbIE METO/Ibl 3aIUTEl HHpOpMaLUN?
Yro Takoe KpUnrorpaduyeckrue MeTo bl 3alUThl HHPOpMALUU?

Uro takoe GU3HYECKUE METOBI 3alTUTHI HHPOpMAITUH?

Kakue riaBHble rocy1apcTBEHHbIE OpraHbl B 00JacTH o0ecredyeHuss HHPOPMALMOHHOM

[lepeuncnure BUbI 3alUIIaeMoil HHPOpPMAaIIIH.

Tema 2. IIpaBoBoe obecniedeHrne MHPOPMALMOHHONW OE30IIaCHOCTH

1. IlpaBo. Mcrounuku npasa.
Kaxkue ocHOBHBIE 3aKOHBI B 001acTH 3amuThl HHOOpMaluu B PDO?
[Tepeuncnure ocHOBHBIE LieH U 3anaun PO B obnactu obecrnieueHust HHPOPMAITHOHHOM

Rl

0€e301acHOCTH

Nk

oOmanarens?

8. OxapaktepusyiiTe OMOMETPUUECKHE TaHHBIC KaK IEPCOHATLHBIC TaHHBIC.
9. Yro Takoe npodeccuoHaibHas TaiiHa?

10. Yto Takoe ciyxkeOHas TaiiHa?

11. Yro Takoe koMMepueckas TaitHa?

12. Yro Takoe pexuM KOMMEPUYECKOU TaliHbI?

13. Yro Takoe rocyapcTBeHHas TaiiHa?

14. Onummre nMpaBoOBOW PEKUM I'OCYIaPCTBEHHOM TalHBI.

15. @©3-149.
16. ®3-152.

Crpaterust HaMOHaNBbHOM Ge3omacHoCTH. JIOKTpHHA HH(POPMALTMOHHONW OE€30IIaCHOCTH.
Yro Takoe KOH(pHICHIMATbHAS HHPOpMALKs?

UYro Takoe nepcoHalibHble JaHHbIE?

B kakux ciyyasx BO3MOXHO HCII0JIb30BaTh IEPCOHANIbHBIE TaHHBIE 0€3 coryiacus




17.
18.
19.
20.
21.
22.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.

NN R DD

e e S S e = W =Gy Sy

NN R D=

®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
ITocranoBnenue npasurenscTBa Nell19.
Tema 3. Opranu3anioHHOE oOecTieueHrue HHPOPMAITMOHHOW 0€30ITaCHOCTH

Kakue ocCHOBHBIE MEXyHApPOIHbIE CTAHAAPTHI B 007aCTH HHDOPMAIIMOHHON O€30MacHOCTH?

"OpanskeBas kHura"
ISO/IEC 15408.
Kak cBsi3aHbl MeXAyHapOAHbIE CTAHAAPTHI U CTaHAAPTH PO?
I'OCT P ICO/MDK 27002-2012.
I'OCT P UCO/M3K 27005-2010.
CTO BP UBBC-1.1-2007. «Ayaut uHPOpMALMOHHOM O€30MaCHOCTI.
PC BP UBBC-2.2-2009. «MeToanka OlleHKHA PUCKOB HAPYIICHUS HHPOPMAIIMOHHOMN
0€e30MacHOCTIY.
ITpuxa3z ®Cb Ne378.
[Tpuxa3z ®CTOK Ne21.
ITpuxa3z @CTOK Nel7.
[Tpuxa3z ®CTOK Ne31.
[Tpukaz ®CTIK No28.
ITpuxa3z @CTOK Ne638.
[Tpuxa3z ®CTIK Ne9.
[Tpukaz ®CTIK Nel19.
ITpuxka3s I'octexkomuccuu Nel14.
PykoBoasue 10KkyMeHThI [ 0CTEXKOMUCCHUH.
Mepb! 31U TH HTHPOPMAIIMH B TOCYAAPCTBEHHBIX HHPOPMAIIHOHHBIX CUCTEMAX.
(Metoanueckuii qokymeHT ®CTIK).
Yro Takoe NoauTHKa 6€30MacCHOCTH?
Cnyx0a 6ezonacHoctu npeanpusatus. CTpykrypa. OyHKIUH.
TumoBast HHCTPYKIUS COTPYIHUKA TT0 00ECTIEYSHUI0 NHPOPMALMOHHOW O€30MaCHOCTH.
DKoHOMHYECKas pa3Beaka. [[pOMBIIITIEHHBIN MITHOHAXK.
Tema 4. TexHruecKue cpeICTBA U METOABI 3aIIUTH HH(POpMaIIH

UYro Takoe MH)KEHEepHasl 3aIUTa 00BEKTOB?

KakuMm crioco6oM omnucsiBaeTcst HHKEHEpHas 3amura. Onucarb MOJIENb.
Kakwue cpencta mpuMeHSIOTCS U1 3aIIUTHI 1-ro nepumetpa’?

Kakwue cpencrBa mpuMeHsIIOTCS U1 3aIIUTHI 2-TO epuMeTpa?

Kakwue cpencta NpuMEHSFOTCS U1 3aIIUTHI 3-T0 epumeTpa’?

IToxapHbIEe CUTHAIA3ALUY.

OxpaHHbIE CUTHAIN3ALAN

buomerpus. buomerpruueckue xapakTepUCTUKH.

UYro Takoe TEXHUYECKUE KaHaJIbl YTeUKH UHpopMauu?

[Tepeuncante OCHOBHBIE BU/Ibl TEXHUUECKUX KaHAJIOB YTEUKHU HHPOpMALIUU?

. Yto Takoe crieunpoBepka?

. Yto Takoe crenuccienoBasue?

. Uro Takoe cnemnoodcienoBanue?

. HepeqnchTe METOAObI 3aIIIUTHI I/IH(bOpMaIII/II/I oT YTGLIKI/I 110 3pI/IT€J'II)HOMy KaHaJ'Iy.
. IlepeuncauTe METOBI 3aTUTHI HHPOPMAIIMH OT YTEUKH I10 AJIEKTPOMArHUTHOMY KaHaTy.
. [lepeuncnure MeTOABI 3aIIUTH THPOPMALIUU OT YTEUKHU IO JIEKTPUIECKOMY KaHaIy.
. IlepeuncnuTe METOABI 3aIIUTHI HHPOPMAIIMK OT YTEUKH 110 UHAYKLIHOHHOMY KaHAIly

HepeqnanTe MCTOJbI 3aIlIUThI I/IH(I)OpMaI_[I/II/I OT YTCUKHU I10 MMApaMETPUICCKOMY KaHAJTy.



19. Ilepedncnure METOIBI 3aIUTHI HH(GOPMAIIMY OT YTEUKH MO BO3AYIIIHOMY KaHAIy.
20. Ilepeuncaure MeTO bl 3aIIUTH HHYOPMALIMU OT YTEUKH 110 BUOPAITMOHHOMY KaHaJy.
21. Ilepeuncnute METObI 3aIIUTH UH(POPMAIIMK OT YTEUKH MO aKyCTOAIEKTPUIECKOMY KaHAIYy.
22. Ilepeuncnure METOJIBI 3aLUIUTHI HH(OPMAIIMK OT YTEUKH MO0 OMTUKOAIEKTPOHHOMY KaHAITy.
23. Ilepeuncnute cpencTBa U METObI 3aLTUTHI HHPOPMAIIUHU OT YTEUKU MH(GOPMAIIUU B
TeneOHHBIX JINHUSAX.
Tema 5. I[IporpaMMHO-amIapaTHble CPEICTBA M METOIBI OOecTieueHus HH()OPMAIIMOHHOM
0e30macHOCTH
1. Yro Takoe mporpaMMHO-anmapaTHbIE CPEJICTBA 3alUTh HH(OopMaIn?
2. Kakue MexaHu3Mbl peau3yoT IporpaMMHO-aIapaTHble CPEeACTBA 3alUThl HHpOpManuu?
3. Kakue KoMIbIOTEpHBIE YTPO3bl 0€30MaCHOCTH CYIIECTBYIOT?
4. Yrto Takoe cereBas pa3Beaka? Kakue MeTo/ bl 3alIUThI IPOTHUB HEE CYLIECTBYIOT?
5. Yro Takoe unbekuusa? Kakue Buabl MHBEKIUK CylecTBYIOT? Kakue MeTo bl 3alUThl TPOTUB
HUX CYIECTBYIOT?
6. UYro Takoe oTka3 B o0ciyxuBaHuu? Kakre METO bl 3aIIUTHI IPOTHB HETO CYIIECTBYIOT?
7. OCHOBHBIE BUJIbI TPOTPAMMHBIX YSA3BUMOCTEH.
8. Bbaknopsl.
9. Uro takoe nepemnosHenune Oyhdepa? MeToapl 3auTHI.
10. Yro Takoe nedextsl GopMaTHBIX CTPOK? METOAbI 3aIHTHI.
11. Yto Takoe 1ea0uncICHHbIC epernoTHeHUs1? MeTo bl 3alUThL.
12. Ommbku 00pabOTKH UCKIIOUEHUNA. MEeTOIbI 3alTUTHI.
13. Buenpenue koMaHJ. MeTobl 3aIUTHI.
14. HexoppekTHbie 00pab0oTKH OMIMOOK. MeTObI 3aIlIUTHI.
15. T'oku. MeToan! 3aIIUThI.
16. BrimomHeHue K0/1a ¢ 3aBBIIICHHBIME TPUBUICTUSMHU.
17. Araxa "YenoBek no cepeaune".
18. Yto Takoe IP-ciyppunr? Kakue MeToab! 3a1IUTHI MPOTUB HETO CYIIECTBYIOT?
19. ARP.
20. DHCP.
2]1. NAT.
22. PAT.
23. IPv4. IPvé.
24. Yto takoe ARP-criypunr? Kakue MeTo/ bl 3a1IUTHI IPOTUB HETO CYIIECTBYIOT?
25. Ytorakoe DNS Cache Poisoning? Kakue MeToap! 3amuThl IPOTHUB HETO CYIIECTBYIOT?
26. Yrorakoe NetBIOS/NBNS spoofing? Kakue MeTobl 3a1IUThI IPOTUB HETO CYLIECTBYIOT?
27. VPN.
28. CormanbHast HHXEHEPHS.
29. ®poxa. Meroasl 60pb0BI ¢ hpoIOM.
30. Yro takoe ¢ummar? Kakme MeTo bl 3aIIUTHI IPOTHB HETO CYIIECTBYIOT?
31. Kapaunar. MeTobl 3alIUTHI OT KapAWHTA.
32. Darkweb.
33. DMZ.
34. AHOHMMai3epHl.
35. Tlpokcu-cepBepsl.
36. Pe3epBHOE KONMPOBAHMUE.
37. Honey pot.
38. DLP-cuctemsbl. SIEM-cuctemsi.
39. Ckanepbl 6€30MaCHOCTH.
40. Cuctembl 0OHAPY>KEHUS BTOP>KEHHIA.
41. Cucremsbl IpeAOTBPAILIEHUS BTOPKEHHH.
42. BpenonocHsie mporpammbl. KoMmbroTepHbie BUpyChl. Buibl BUpycoB.

43.

DKCIUTOUTHI.



44. Mexanu3M paboThI BUpYyca.
45. AnTtuBHpycsl. Buasl aHTUBHpYCOB.
46. MexaHu3Mbl pabOThI aHTUBUPYCA.
47. MexceTeBoi FKpaH.
Tema 6. Kpunrorpadgudeckue MeToAbI 3aUTH HHGOPMAITUH

Yro Takoe mmpp? Kakue Bup! muppoB CymiecTByoT?
Yro Takoe cummeTpuuHbIi mudpp? Kakne ciMMeTpudHbIe MUl HCTIOIB3YIOTCS ceiyac?
Uro Takoe accumeTpuuHbli mudp? Kakue accumeTpudunbie mu@phl UCIOJIB3YIOTCS ceiiyac?
[TpuHIMI TOCTPOCHHUS CUMMETPHYHBIX IIH(POB.
[TpuHIMIT TOCTPOEHUS ACCUMETPUYHBIX IIU(POB.
CrannapTtHble UL
[Torounsie U pHI.
Uro Takoe xem-¢pyuknusa? Kakue Buabl Xen-QyHKIANA BBl 3HaeTe?
HepeBo Mepxkia.
Yro Takoe uQpoBast moAmuch?
[udposas moamucy RSA.
[udposas moanuck Ib-I"amans.
Uro Takoe HHGPACTPYKTYypa OTKPBITHIX KITHOUEH?
JKuzHeHHBIN LUK KItoYa.
AyTtenTudukanys, nieHTHGUKanms, BepupuKaIys, aBTOPH3aIHs.
[Ipocreiimme MPOTOKOIBI UASHTU(DHUKAITUH.
OcnoBHoii mpoTtokou Kerberos.
IPSec.
Blockchain.
Yro Takoe creranorpadus? [lonsarue creranHokoHTeiHEpa.
Kaxue BuabI cTEraHOKOHTEHHEPOB CYIIECTBYIOT?
Mertobl co31aHus CTErAaHOKOHTEIHEPOB HA OCHOBE TEKCTOBOW MH(POpPMALIUH.
MeTobl co31aHus CTETAaHOKOHTEHHEPOB HAa OCHOBE BUACOMH(DOPMAIIUHN U CTOI/KaIPOB.
MeToabl co31aHus CTErAHOKOHTEIHEPOB HAa OCHOBE ayJMOMH(OPMALIUH.
[TudpoBsie BOJSHBIC 3HAKH.

Kpamkue memoouueckue ykazanus

CobecenoBaHue NMpPOBOAMUTCS B YCTHOM (hopMe BO BpeMsl IOCIETHErO 3aHATHUA 1O TEMe.
OO6yyaromemycsi 3a7aercsi 2 CIIy4allHBIX BOIIPOCAa M3 CIMCKa BOMpPOcoB. OOyyaromuiicss IOJKEeH
OTBETUTH Ha BOIPOCHI B TeueHUEe 5 MUHYT. Bo Bpems npoBeneHus cobece1oBaHus UCIOIb30BaHHE
JUTEPATYPHl U APYTUX HHYOPMAIIMOHHBIX PECYPCOB HE JOIYCKACTCS.
IlIxana oyenku

NN RPN =

[\ T N T NG T N T NG T N S S S g S g T T S
AEOLON~SSoxNonELR=S w0

Ne Banns Onucanue

4 16-20 CTyaeHT MOJTHOCTHIO OTBETHII HA 3aJIaHHBIEC BOIIPOCHI

3 11-15 CTyIeHT CMOT MTOYTH MOJIHOCTBIO OTBETUTH Ha 3aJ[aHHbIE BOIPOCHI

2 6-10 CTyaeHT faJl HeTIOJIHbIM OTBET Ha BOIPOCHI, HO CMOT TIepeaTh OCHOBHYIO CYTh BOIIpOCa
1 0-5 CTyzeHT He CMOT WX (pparMeHTapHO OTBETIII HA 3aJaHHBIE BOIIPOCHI

5.2 Ilpumepsl 3a1aHUH JJIS1 BBIIOJIHEHUS PAKTHYECKUX padoT

Tema 1. IlpuveneHue wuHGOPMAIMOHHBIX TEXHOJOTUH JUII M3YYCHHUS BOIPOCOB
OpraHU3aIMOHHO-TIPABOBOT0 00ecTIedeHNs HHPOPMALMOHHOM O€30MacHOCTH.

Ha ocHOBe TIpeMIOKEHHOTO ONMHCAHUS TPEANPUATHS ¥ W3yYCHHOH HOPMATHBHO-
pacmopsAUTEeNbHON JOKyMEHTaluu B obnactu obecriedeHuss WHGOPMAMOHHOW O€30MacHOCTH,
Tpynre CTyACHTOB 1O 2-3 4YeloBeka HEOOXOAMMO pa3padoTaTh OOOOIICHHYIO TOJUTHKY
OpraHu3aIluK CUCTEMBI 3aIUThI IIEPCOHATBHBIX TAHHBIX MPEIIPUSTHSL.

Tema 2. Mcnionb30Banue KpUNTOrpaprUecKuX CPECTB 3aLIUTH UH()OPMALIHH.

CryneHTam HEOOXOAWMO BBITIOJHHUTH Cleayomee padodee 3aJaHHe HCIOIb30BAHUEM



kpunrorpaduueckoro nporpammuoro GnuPG nox ynpasiennem OC Linux Mint/Windows 7:

1. Crenepupyiite napy kitouei (myoandssii, npuBaTHelii) o Tuny «DSA and ElGamal» noa
nMeHeM userl.
2. IlpoBepbTe KOPPEKTHOCTh XapaKTEPUCTUK KITFOUEH.
3. 3ammdpyiiTe OOBIYHBIN TEKCTOBBIN (haiiyl Ha OTKPHITOM KJIIOUE ToJIb3oBaTess userl. 3arem
pacumdpyiire ero.
4. TloanmummTe paHee CO3IaHHBIN TEKCTOBBIN (aiii u mpocMoTpuTe (haiin ¢ udpoBoit
HOJIHCHIO.
5. W3menure coaepKUMOe TEKCTOBOTO (aiiyia ¥ MpoBephTe MOIITMHHOCTD LIU(PPOBOI MOAMHUCH.
6. Co3spaiite apxuB (tar —cvf) u co3gaiite A Hero HUPPOBYIO MOIHUCE.
7. IlpoBepbTe NOATMHHOCTH LU(POBOM MOJIUCH apXHUBa.
8. Co3paiiTe B Karajore /mnt moJKaTajor co cBoeil paMunmei.
9. DxkcnopTupyiTe B CO3AaHHBIN KaTaJlor CBOW OTKPBITHIN KIIHOY.
10. Crenepupyiite Take CBOU KIIIOUH, HO TI0J UMEHEM user2.
11. U3 xatanmora /mnt/@HUO_cTyneHTa UIMIIOPTUPYITE OTKPBITHINA K04 user |
12. Y6enurech, 4TO KIIt0Y J0OABHIICS K BallleMy HA0OPY OTKPBITHIX KITFOUEH.
13. 3ammdpyiite filel qyis noap3oBarens userl U COXpaHUTE €r0 B TUPEKTOPUHU
/mnt/®UO_crtyneHra.
14. 3ammdpyiite n nognummre file2 nis nmonp3oBatens userl.
15. Tlompooyiite pacumdposarts filel.asc u file2.asc mpu momomu kimroya user2.
16. Tlepeiinute B ceanc userl u pacmmdpyiire filel u file2.
17. TloAroToBUTH OTUET O MPOJCIAHHON padoTe.
Tema 3. Peanuzanuus paboTsl UHOPACTPYKTYPhl OTKPBITHIX KITHOUEH.
CryneHTaM HEOOXOAMMO BBINOJHHUTE Cleyollee padodee 3aJaHME HCIOIb30BAHUEM
kpunrorpaduueckont oubimoreku OpenSSL nox ynpasneanem OC Linux Mint/Windows 7:

VYceranosuts OpenSSL
Hactpouts CK3U (ucnpaButs ¢aitn openssl.cnf)
IToAroTOBUTE OKpYKEHUE
CdopmupoBaTh 3aKpbITHIN KTH0Y Y]
Cdopmuposats 3anpoc Ha cepTudukat Y1I.
Brimyctuth camononnucannbiii ceprudukar Y[
CdhopmupoBaTh KII0UH, 3aMIPOCHl Ha cepTU(UKAT U cepTU(UKATHI HE MEHEE YEM IBYM
MoJIb30BaTeNsIM. B KauecTBe MMEH MOJIb30BaTeNIel PEKOMEHIyEeTCsl HCIOJIb30BaTh
BBIMBIIIICHHBIE, HO OCMBICIICHHBIE UMEHA.
8. Oro3BaTh OJIMH U3 CEPTUDUKATOB MOJIL30BATEICH.
9. CdopMupoBaTh CIIMCOK OTO3BAHHBIX CEPTU(DUKATOB.
10. Co3znate fOKyMeHT opMata .txt ¥ HAOJHUTB €ro JaHHBIMU. [10yIUTh OTKPBITHIA KITFOY
TUTST

11. cexkpeTHOro KiIroua MOIb30BATEINS, CO3JAHHOTO B XO/I€ BBITIOJTHEHUS MPEAbIIYIIEi paboTHI.

12. CdhopmupoBaTh NOAMKCH CO3aHHOTO Ha 1mare 10 moKyMeHTa.

13. IIpoBepuTh MOANKUCH JOKYMEHTA.

14. TloaroToBUTH OTYET O MPOJEIAHHON padoTe.

Tema 4. CpenctBa cTreraHorpaduu ist 3alIUTH HHOOPMALIHH.
CryneHTaM HEOOXOIMMO BBINOJIHUTH ClieAyrollee pabodee 3aJaHHE MCIIOJIb30BAHUEM

creraHorpaduyecKux mMporpaMmMHbIX cpeAcTB noa ynpasnerrnem OC Linux Mint:

Nk

Co3znath 1oKyMeHT (popmara .txt ¥ HAaOJHUTH €T0 JTAHHBIMU.

VYceranoButs TrueCrypt.

3. Cosznatb koHTelHep. UMmsa — @amunust cryaenta. AnroputM mudposanus — AES. Xerm-
¢ynkuus — SHA-512. Pa3mep - HeoOxonumblii. [1aponb — 1o ycMOTpeHuIo.

4. 3ammdpoBaTh CO3MaHHBINA JOKYMEHT ¢ moMoIbio TrueCrypt.

N —



5. Ycranosurts VeraCrypt.
6. Cosnatpb koHTeitHep. ms — @amuinus ctynenTta. Anroput™ mudposanus — AES. Xemr-
¢bynkuus — Streebog. Pa3zmep - Heo6xoumblit. [Tapons — kitoueBoit daiin.
7. 3amm@poBaTh CO3IAaHHBIN JOKYMEHT ¢ moMoinbsio VeraCrypt.
8. 3ammppoBaTh CO3MaHHBIN TOKyMEHT ¢ momoinbeio BitLocker.
9. 9. Ycranosuts ViPNet SafeDisk.
0. Coznarp koHTelHEp. Mst — @amuus crynenTa. Anroput™ mmdposanus — [OCT. Pasmep —
HeoOxonuMbli. [Taposb — o ycMoTpeHuto.

11. YcranoButs Image Spyer.

12. Cxondurypuponats Image Spyer.

13. 3amackupoBaTh HEKOTOpOE coobLIeHHe ¢ moMoIbio Image Spyer.

14. U3Bieuyb cOOOIICHNUS W3 CTETAHOKOHTEHHEDA.

15. CoxpsiTh nHpOpManuio ¢ momotisio OpenPuff B ayanodaiine.

16. Jlo6aBUTH B 3TOT ke ayuoaiis HudpoBoi BOISHON 3HAK.

17. IIpoBepuTh NPaBUIBLHOCTH BBIIIOJHEHUS 3aaHUS.

18. TloaroroBuTh OTYET O TIpoEIaHHON padoTe. K oTueTy NMpuiaoKuTh Bee 3amuppoBaHHbIC

cTeraHo(ailyibl, a Tak)Ke BCE MapOJIK OT 3aIIM(POBAHHBIX U 3aMACKHPOBAHHBIX COOOIICHUI.
Tema 5. Hactpoiika 6€30macHOTO CETEBOTO COSAMHEHHUSI.
NmeroTcs aBe JOKanbHble ceT. B Kax1oil M3 HUX eCTh cepBep € yCTaHOBJIEHHBIM Kerio

Winroute Firewall, ¢ npenycranoBnenasiMm VPN cepBepom. CTyneHTaM HEOOXOAMMO BBITOJHUTH
cienytomee padouee 3amanue nmox ynpasieaueM OC Linux Mint:

1. OO6benuHUTE 1B JIOKAIBHBIE CETH APYT C APYTOM, YTOOBI MTOJIb30BATEIN UMENIH JOCTYH K
KOMITBIOTEPAM U CepBEpaM M3 pa3pO3HEHHBIX ceTei. J{Jis 9THX 3a7a4d Hy )KHO CO37aTh MEXKIY
JIBYMsi cepBepam, noakiatoueHHbIMU K UHTepHET, VPN TyHHEND.
Ha ogny 13 BUpPTyanbHBIX MalllMH yCTAHOBUTE Web-cepBep.
Ha npyryro ycranosure — Nmap.
Omnpenenure [P agpec BUPTyanbHOM MaIlIMHBIL, T YCTaHOBIIEH web-cepBep apache.
[Tpou3BeauTe ckaHUpPOBaHUE Web-cepBepa BCEMHU OMMUCAaHHBIMU MeToaaMu (M3ydenne
CpPEACTB CKaHUpOBaHHS Nmap).
Ycranosure Honeyd.
O3HakoMbTeCh ¢ HHpOpMaIUeH mo HacTpoiike Honeyd u cTaHIapTHBIM COJIEP)KUMBIM (aiiia
/etc/honeypot/honeyd.conf.

8. Hacrpoiite Honeypot uamenus coaepsxanue (aiina /etc/honeypot/honeyd.conf.

9. 3amycrure.

10. 3amycture honeyd.

11. IlpousBenute ckanupoBaHue ceTu ¢ honeypot.

12. U3smenute HacTpoiiku Honeypot. Ycnoxxaure koHpuryparmonusiii dait. JlodaBpTe
HECKOJIbKO JIOBYIIIEK, u3MeHuTe nHpopmanuto 06 OC, nundopmanuio o poyrepe, 06
OTKPBITBIX MOPTAX H.T.]1I.

13. 3amyctute honeyd.

14. TlpousBeauTte CKaHUPOBAHHUE.

15. TloaroToBUTH OTYET O MPOEIAaHHON padoTe.

Tema 6. AHTUBHPYCHBIE CPE/ICTBA 3AIIUTHI UHPOPMALIUH.

CryneHtaMm HEOOXOAMMO BBINIOJHUTH CleAyloliee padouee 3aJaHue C HCIOJIb30BaHUEM
nporpammuoro cpencrBa Kaspersky Endpoint Security m Kaspersky Security Center mon
ynpasienueM OC Windows 7:

o

=N

OcymiectBuTe JoKaibHYIO0 ycTaHOBKY Kaspersky Endpoint Security.
Buenpure moxyns ynpaBnenus Kaspersky Security Center.
Cozpnaiite CTpYKTYpy YNpPaBIsI€MbIX KOMIIBIOTEPOB.

Hactpoiite Moayib «3amuTel OT (PaiIOBBIX YyIpo3».

HacTtpoiiTe 3a1aun morucka BUPYyCOB.

Nk =



HactpoliTe uckitoueHus st BHIOpaHHO Mamnku.
Hactpoiite Moaysb «3amuThl OT MOYTOBBIX YTPO3».
Hactporite 3amuTty OT mporpaMm BbIMOTaTeIIe.
Hacrpoiite 3ammry OT CETEBBIX YIpo3.
Hacrpoiite ceteBoii skpaHa Jyisi MOOUILHOM MOTUTHKH.
HacTpoiiTe HCKIIIOUEHUs U3 CaMO3allUThI.
Hactpoiite 3amuty naponem mist KES.
Hactpoiite KonTposib nmporpamm.
3a0nokupyiiTe 3amyck HEeM3BECTHBIX (DAIOB B CETH.
3anpeTuTe J0CTyl K Cb€MHBIM HOCUTENSIM HH(OPMALIHH.
HactpoliTe npaBa kK CbeMHBIM HOCUTENISIM HH(POPMALIUH.
HacTtpoiiTe KOHTpOJb TOCTYyIIa K BeO-pecypcam.
Hacrpoiite mpmbopa.
CoOlepurte KypHaJIbl TPACCUPOBKHU.
OpranusyiiTe pe3epBHOE KonupoBaHue u BoccraHoBienne Kaspersky Security Center.
[ToaroToBUTH OTUET O MPOJEIIAHHOMN padoTe.
Kpamxue memoouueckue yxazanus
Ha BwImonHeHWE OMHOW MPaKTHYECKON pabOThl OTBOAUTCS HE Oojee 3 JIBYX4acOBBIX

3aHaTuid. [locie BBIMONHEHUS KaX10i MPAKTHUECKOW pabOThl CTYIEHT JOJIKEH MPEICTaBUTh OTUET
0 €¢ BBINOJHEHUU, a TaKkXkKe, MO YyKa3aHUSM TMPENoAaBaTesi, BBIMNOIHUTH JOTMOJHUTEIbHBIC
MPAKTUYECKHE 3a/IaHus IO TeMe MPAKTUYECKOM pabOTHI.

Illkana oyenxu

Ne

Bamisr Onucanne

CTyIeHT IeMOHCTPHPYET YMEHHUS Ha UTOTOBOM YPOBHE: YMEET CBOOOIHO BBIIOJIHATH PAKTHYECK
49-60 W€ 3a/IaHus, IPEeTyCMOTPEHHBIE ITPOrPaMMO¥, CBOOOHO ONIEpUPYET NPHOOPETEHHBIMH YMEHUSIMU
, IPUMEHSET UX B CHUTYallUsX ITOBBIIICHHON CI0KHOCTH.

CTyJeHT IeMOHCTPUPYET yMEHHS Ha CPEAHEM YPOBHE: OCBOWJI OCHOBHBIE YMEHUS, HO IOMYCKAIOT
3748 Csl HE3HAUUTEJIbHbIEe OIMOKY, HETOYHOCTH, 3aTPYAHECHUS IIPH aHATUTHIECKHUX ONEPALUsX, TIEPEHO
Ce yMCHUI Ha HOBBIE, HECTAHJAPTHBIEC CUTYaLIH.

CTy,JIeHT JACMOHCTPUPYET YMECHUA U HABBIKK Ha 6a30BOM YPOBHE: B XOA€ KOHTPOJIbHLIX MEPOIIPUA
THIA JOITYCKAarOTCs 3HAYUTCIIbHBIC 0HII/I6KI/I, MPOABJIACTCS OTCYTCTBUE OTAC/IBHBIX yMeHHﬁ, HaBBbIKO
B 110 ,I[PICL[I/IHHI/IHapHOﬁ KOMIETCHIHU, UCTIBITHIBAIOTCA 3HAYUTEIIbHBIC 3aTPYJHCHUA IIPU OIEPUPO
BaHWM YMEHUAMMU U IIPU UX IEPCHOCE HA HOBBLIC CUTYallUU.

24-36

CTy)IeHT ACMOHCTPUPYET YMCHUA U HABBIKHA Ha YPOBHE HUKC 06a30Boro: MIPOSABJIACTCA HEAOCTATOY
HOCTH yMeHI/Iﬁ M HABBIKOB.

0-10 CTy,I(eHTOM TMIPOSIBJIACTCA IMOJIHOC WJIN NPAKTUYCCKU ITOJIHOC OTCYTCTBUC yMeHI/Iﬁ Y HAaBBIKOB.

5.3 Bonpocel K 3K3aMeHy

UYro Takoe nHpopmannoHHas 6ezonacHocTh? OxapakTepu3yiTe METOIbl U OCHOBHBIE
COCTaBIISOIIME HHPOPMAIIMOHHOW 0€30IaCHOCTH.

[lepeuncnure Bubl 3amuinaeMoi uHgopmaryu. KnaccupunupyiiTe 1 ONUIINTE OCHOBHBIE
yIpo3bl HHHOPMALIMOHHON OE30MTaCHOCTH.

[lepeuncanre 1 ONUIIUTE MOJEIN HHPOPMAITMOHHON OE30MTACHOCTH.

[Tepeunciure OCHOBHBIC 3aKOHBI B 001aCTH 3anuThl nHPpopManuu PD. Onuirre oCHOBHBIE
MOJIO’KEHUS CTPATErH HAIMOHAILHOUW 0e30nacHOCTH U JJoKTprUHBI HH(POPMAITMOHHOM
0€30MacHOCTH.

OxapakrepusyiiTe OMOMETpUYECKHE JaHHbIE KaK EPCOHANbHbIE TaHHbIe. B Kakux ciydasx
BO3MOYKHO HCIIOJIb30BaTh NEPCOHANIbHBIE TaHHBIE 0e3 coryiacus obnanarens?

[lepeuncnure U ONMUIINTE OCHOBHBIE MEKYHAPOIHBIE CTAHAAPTHI B 00JIACTH
uHpopManmoHHoi 6e3omacHocTu? Kak cBsi3aHbl MEKIYHAPOIHBIE CTAHAAPTHI U CTAHAPTHI
P®?

UYro Takoe nepcoHaNbHbIE AaHHbIe? ONUIINTE OCHOBHBIE NMOJI0KEeHUs DeepanbHbIX 3aKOHOB
B 0071aCTH NTEPCOHATBHBIX TAHHBIX.

UYro Takoe ciyxeOHas u kommepueckas TaiiHa? OxapakTepu3yiTe NpUHIUIHATbHbIE
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paznuuust. ONHUIIUTEe OCHOBHBIE MOJIOKeHUS DeepalibHbIX 3aKOHOB B 00J1aCTH CITyKeOHOI U
KOMMEpPYECKON TalHa.

Onuite NpaBoBOH PeXHUM roCyJapCTBEHHOH TaifHbl. Kakue riaBHble rocy1apCTBEHHbIE
opransl PO B obnactu obecrieuenns HHPopMannoHHoi 6e3onacHocTn? Kakue
rOCyJJapCTBEHHbIE OpraHbl 3aHUMAIOTCS cepTU(UKALUEH 1 JINLEH3UPOBAaHUEM CPE/CTB
3alMThl HHpopMauu?

Onwumute ocHoBHBIE TonoxkeHust OCT P UCO/M3K 27002-2012 u TOCT P UCO/MBK
27005-2010.

OnumuTe OpraHu3alioOHHbIE U TEXHUYECKHE MEPHI 10 3alUTE NePCOHATbHBIX JaHHBIX B
cuctemMax oOpabOTKU NEPCOHANIbHBIX JaHHbBIX.

[TepeuncanTte 1 ONUIIUTE TUIBI KPUIITOIPAQUUIECKUX CPENICTB 3aILUTHI HHPOPMALIUH B
MH(POPMALMOHHBIX CHCTEMaX 00pabOTKU MEPCOHANBHBIX TaHHBIX.

Onummre TpeOOBaHU K 3alUTe HHPOPMALIUU, HE COJEPKALIECH CBEIECHNUS, COCTABIISAIOIINE
rOCyJJapCTBEHHYIO TaliHy, B TOCYAapCTBEHHBIX MH()OPMAITMOHHBIX CUCTEMAX.

Onummre TpeOOBaHMS K 3aIIUTEe 00BEKTOB KPUTHUECKON HHPOPMAITMOHHOM
UHPPACTPYKTYPBI.

Onwumute TpeOoBaHUE K CPelICTBAM aHTHBHPYCHOM 3ammThl. Knaccuumupyiite cpeacraa
AHTUBUPYCHOM 3aILUTBHI.

Omnuimre TpeOOBaHUS K MEXKCETEBBIM PKPaHAM M CPEJICTBAM JOBEPEHHON 3arpy3Ku.
[lepeuncnure ¥ ONULINTE OCHOBHBIE MOJIOXKEHHUS OCHOBHBIX PYKOBOJSAIINX JOKYMEHTOB
I'ocTrexkoMuccum.

OnwumuTe Mepbl 3aU Tl HHYOPMAIMK B TOCYJapCTBEHHBIX HHPOPMALIMOHHBIX CUCTEMAX.
Yro Ttakoe momutHKa 6e3omacHocTH? Ciyk0a 6€30MacCHOCTH MPEeaNpUsATHS (CTPYKTYpa U
GyHKINN).

Yro Ttakoe ayuT nH(pOpMaAIMOHHOHN Oe3omacHocTH? ONUIINTE METOIMKY MTPOBEICHHUS
aynuta nHGOpMaMoOHHON 6€30MacHOCTH.

OnuimTe METOAUKY OLIEHKH PUCKOB HapyIlIeHUs] MH()OPMAIIMOHHON 6€30MacHOCTH.

Yro Takoe WHKEHEpHas 3amuTa 00bekToB? KakiuM crnocoOoM omuchIBaeTCsl HHKECHEpHAsT
sammTa? Onucats, MOJENb.

Yro Takoe MoJienb oxpaHsl epumetpa’? Onucats Mojienb. Kakue cpeicTBa NpuMeHsI0TCS
JUISL 3aIUTHI 1-r0, 2-r0 U 3-ro NepuMeTpoB?

Kakue cpeactBa npuMeHsoTcs )15 3aIlIUThI 2-T0 iepumerpa?

Kakue cpencta NpuMEHSIOTCS 7S 3alIUTHI 3-T0 iepuMeTpa’?

[lepeuncnure u ONUIINTE TEXHUYECKHUE CPEJICTBA OOHAPYKEHHSI HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA K OXPaHSIEMOMY OOBEKTY.

Yro Ttakoe 6nomeTpusi. OnumunTe OHOMETPUIECKUE XapaKTEPUCTUKHU (TIPUBEINUTE IPHUMEPHI).
Yro Takoe TeXHHYECKHE KaHallbl yTeuku nHpopMauu? [lepeuncianre 1 onuIImTe OCHOBHBIE
BUJIbI TEXHUYECKUX KaHAJIOB YTEUKU MH(POPMAIIUH.

Onumure METOUKY CHEUNPOBEPKH, CIIELUCCIIEIOBaHUS U crierjo0cnenoBanus? B uem
COCTOUT MPUHIMITHAIBHOE PA3INYHUE MEXKIY YKa3aHHBIMU METOAMKAMHU?

[TepeuncanTe M OMUIIUTE METOABI 3AIIUTH HHPOPMALIUHU OT YTEUKHU 0 3pUTEIBHOMY U
BO3yIIHOMY KaHajaM.

[Tepeuncanre MeTObI 3aLUTH UHOOPMAIIMK OT YTEUKH 10 3JIE€KTPOMAarHUTHOMY U
ANIEKTPUYECKOMY KaHajlaM.

[Tepeuncanre MeToAbI 3aUTHI MHGOPMALMK OT YTEUKH 110 MHAYKIIMOHHOMY KaHally U
napaMeTpUUecKOMy KaHajlaM.

[Tepeuncaure METOIBI 3aUTH HHOOPMAIH OT YTEUKH 110 BHOPALIMOHHOMY H
aKyCTO3JIEKTPUYECKOMY KaHaJlaM.

[Tepeuncante METOABI 3aIUTH HHOOPMAIIUH OT YTEUKH.

[lepeuncnure cpecTBa U METOABI 3aLIUTHI HHPOPMAIUH 110 ONITUKOAIEKTPOHHOMY KaHAIly U
OT yTE€UKH UH(pOpMAIMU B TeNCPOHHBIX TUHUAIX.

Yro Takoe mporpaMMHO-aIapaTHbIe CPeICTBA 3auThl HHPopManuu? Kakie MexaHu3Mbl
peanu3yroT IporpaMMHO-alapaTHbIE CpeicTBa 3aluThl HHpopManun? Kakue
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KOMITBIOTEPHBIE YTPO3bI 0€30I1aCHOCTH CYIIECTBYIOT?

UYro Takoe ceteBas pa3Beaka? Kakue MeTo/ bl 3a1IUThl IPOTUB Hee cyliecTBYOT? UTo Takoe
unbekiusa? Kakue BUabpl HHBEKIUH cyniecTBY0T? Kakue MeToapl 3alIiThl IPOTHB HUX
CyIIECTBYIOT?

B ueMm cyTh aTaku «oTka3 B o0ciyxuBaHun»? Ee oTnnuus oT pacnpeesieHHON KubepaTaku
«OTKa3 B o0cmykuBaHuM»? Kakue MeTo bl 3aIUThl IPOTUB HETO CYIIECTBYIOT?
[lepeuncnure U ONMUIINTE OCHOBHBIE BU/IbI IPOTPAaMMHBIX ys3BUMocTel. Kakue MeTo bl
3alUTHl TPOTUB HUX CYIIECTBYIOT?

Yro takoe nepenoaHenue oydepa? Ilepeunucnure o MUIIMTE METOIBI 3ALUTHI.

Uro Takoe nedextsl hopmaTHIX cTpok? [lepeuncnuTe o MUIIMTE METOABI 3aIIUTHI.

Uro Takoe nenovrcieHHbie nepenonnenusa? [lepeuncnure o MUIIMTe METOBI 3AIIUTHI.

Yto Takoe «COCTOSIHME FOHKW». [lepeuncinTe onumuTe MEeTo bl 3allUThI.

Uro Takoe ataka «Yemosek mo cepeaure»? Uro takoe [P-ciygdunr? Kakue MeToIbl 3alTUTHI
MIPOTHUB YKa3aHHBIX aTAK CYIIECTBYIOT?

B yem cyTh cereBoro nmporokosia ARP (onucaTe B COOTBETCTBHHM € ATaAIOHHON Mojienbio OSI
u ctekoM npotokosioB TCP/IP)? Uro takoe ARP-cniygdunr? Kakue MeTo1b1 3alTuThI MPOTHB
HEro CyHIeCTBYIOT?

B yem cyTh cereBbix npotokosnoB DNS u DHCP (onucaTe B COOTBETCTBHH € ATAIOHHON
monenbio OSI u crekom npotokosnoB TCP/IP)? DNS Cache Poisoning? Kakue meTos
3aIUThl IPOTUB HUX CYIIECTBYIOT?

B geMm cyTh ceteBbix mpotokosioB NAT u PAT (ommcath B COOTBETCTBHUH C 3TaJTOHHOU
mogenbto OSI u ctekom nporokosioB TCP/IP)? NetBIOS/NBNS spoofing? Kakue meToss
3aIlUTBl IPOTUB HUX CYLIECTBYIOT?

B dem cyTh Texnosnorun VPN? MoskHO 11 paccMaTtpuBaTh Mcnoib3oBanre SSH kak
peanuzanmio VPN? Moxer i muppoBaHie MOTHOCTHIO 3aIUTHTD JaHHBIE, TIEpeiaBacMble
yepe3 VPN? C ueM HE00X0AMMO KOMOMHUPOBATH MOJIUTUKY, YTOOBI 00ECTIEUNTh
6e3omacHoctb VPN?

Yro Ttakoe connanbHas umxeHepusi? Uro takoe ppon. [lepeuncnure o ONUIIUTE METOIBI
00pBrOBI ¢ hpomoM.

Yro takoe pummHr? Kakue MeTop! 3alMThl IPOTHUB HETo CyIecTBYIOT? UTo Takoe
KapAuHT? ONUIINTE METOBI 3aLIUTHl OT KapAHHIa.

Hasznauenue, nenu, onucanue Honeypot. Kak BeisiBiisite Honeypot?

Yro Takoe U AJIS Yero UCIOIb3YIOTCS CPEACTBA KOHTEKCTHOM (hunbTpanun’?
Oxapaxtepusyite DLP-cuctemsr u SIEM-cuctemsl.

UYro Takoe ckaHepsl ckaHepsl 6e3omacHocTu? g yero ucnonb3yerca RPC-ckanupoBanue?
[lepeuncnure ¥ ONULINTE OCHOBHBIE METOABlI CKAHUPOBAHUS.

Uto Takoe U AJis 4ETO UCIOJIb3YIOTCS CUCTEMBI OOHAPYKEHUS BTOP)KEHUN U CUCTEMBbI
IIPEIOTBPALICHNS BTOPKEHUI?

Yro Takoe BpenoHOCHBIE porpammbl? Kitaccupumupyite KOMIbIOTEPHBIE BUPYCHI.
OnumuTe TUMOBOW MEXaHU3M paboThl BUpyca. UTo Takoe SKCIIOUT?

Yro takoe mmdp? Kakue Buas! mudpos cymiectByoT? ONUIINTE NPUHLIUIBI HOCTPOCHUS U
MPUHITUTTHATIBHBIC OTITHYHS.

UYro Takoe MOTOYHBIN U 0104HBIN MH(pI? ONMUIINTE TPUHIMUITBI TOCTPOSHUS 1
MPUHIUTTHATBHBIC OTIHYHUS.

Uro Takoe xemnr-pyHkIus (onmucath mpuHIUI padoThl)? Kakue BUabl Xen-pyHKITUN BbI
3Haere?

Uro Takoe JlepeBo Mepkia?

UYro Takoe nudposas noanuck? Onumute udpoByro noamuch RSA u Dnp-I'amans.Uto
Takoe MHPPACTPYKTYypa OTKPHITHIX KI0Uei? OnucaTh METOANKY paclpeesIeHUs KITIoUYei
Ha IpuMepe noanucanus cepruduxara. OnucaTh 3aBUCUMOCTD ITyOJIMYHOTO U IPUBATHOTO
KJIFOYen

Yro Ttakoe ayTeHTH(PUKANNs, HIeHTH()UKALMS, BepUPHUKAIHs, aBTOpr3anus. Onummre
MPUHLIMIIAATIbHBIE OTINYUS MeX Ay HUMU. [IpuBeaute npumepsl.



63. Ilpocreiimue NpoTOKOIBI HASHTH(DUKALINY.

64. Onwummre METOAUKY paboTy MPOTOKOJIA 3aIUIIEeHHOTO oOMeHa (B pamkax VPN).

65. UYro takoe Texnonorus Blockchain? OnummTe MeToAbI MOCTPOSHUS.

66. Yro Takoe creranorpadus u creranokonteitnep? Kakue BUIbI CTETaHOKOHTEHHEPOB
CcymecTBYIOT? ONUIINTE METOABI CO3aHUS CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOM
uH(popMaluu, BUACOnHGOpMaIIUU U ayAHOnH(OpMALIUH.

Kpamkue memoouueckue ykazanus

DK3aMeH MPOBOAWTCS B MHChbMEHHOH ¢opme. OOydaroremycst 3amgaeTcss 2 ClaydalHBIX
BOIpOCa M3 cChHCKa BOmpocoB. OOydaromuiicss JODKEH NHCHhbMEHHO OTBETUTh HAa BOMPOCHI B
teueHue 60 MuHyT. Bo Bpems mpoBeneHust coOece0BaHMs MCTIOIb30BaHUE JINTEPATYPHI U IPYTUX
MH(GOPMAILIMOHHBIX PECYPCOB HE JOIMYCKAETCS.

IlIkana oyenku

Ne Banns Onucanue

4 16-20 CTyaeHT MOJTHOCTHIO OTBETHII HA 3aIaHHBIEC BOIIPOCHI

3 11-15 CTyI€HT CMOT ITOYTH MOJIHOCTBIO OTBETUTH Ha 3aJ[aHHbIE BOIPOCHI

2 6-10 CTyaeHT aJl HeTIOJHbIM OTBET Ha BOIPOCHI, HO CMOT TIepeJaTh OCHOBHYIO CYTh BOIIpOCa
1 0-5 CTyzeHT He CMOT WX (parMeHTapHO OTBETIII HA 3aJaHHBIE BOIIPOCHI




